










The Audit Server machine must have sufficient disk space to hold all audit records and sync logs collected. You may use the Audit
Disk Space Estimator to calculate disk usage for Audit Records. Sync log sizes can be estimated based on ~20 bytes of log space per
synchronization.
Some functions require file access through administrative file shares using Windows Networking.
Collected Sync Log files, Daily Audit Summaries, and Audit records cannot be viewed from Audit Server running on Windows Server
Core.
Installed disk usage (not including log files): ~ 3.6 Meg

  Domain Time II Windows Time Agent

The Windows Time Agent (WTA) is a special-use Control Panel applet for configuring and monitoring the Windows Time Service
(W32Time).

WTA will act as a snap-in to Domain Time II Server or Client, or will run as a stand-alone utility.
Will run on Windows 2000 but with limited functionality.
Windows Time Agent will not run on Nano Server.
As of v5.1, WTA is no longer included by default in Server and Client installations, but it remains available in the distribution setup files

  Domain Time LMCheck Utility

LMCheck uses Windows Networking LanMan protocols to give a rough variance report of the local subnet.

NetBIOS (Windows Networking Browse List) must be enabled on each machine being sampled.
Included with the Domain Time II Management Tools. It is also available as a stand-alone freeware utility.
LMCheck will not run on Nano Server.
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Version 5.2Planning for effective time distribution

This page describes how to choose time sources, select time server hardware, and how to prepare your network for using Domain Time. 

Decide on your time source(s)
Choosing good time sources for your network is the first implementation decision you need to make.

IMPORTANT: It is essential that your time servers have sufficient performance, hardware, and OS stability to serve time
reliably. The quality of the time sync on your network can only be as good as the accuracy of the time servers themselves.

Time sources should be located as close physically and network-topologically to the machines that use them as possible. A symmetrical,
low-latency network connection between all machines will provide the most accurate time.

Your network will need a top-level (trusted) source of time. This can be obtained from GPS or CDMA receivers, cesium or other directly
attached time servers, known good public Internet time servers, etc. On networks with no access to other time sources, you may decide
to use a Domain Time Server as your trusted time source. If so, the internal system clock on the Domain Time Server will be the trusted
time source.

If you will be using the NTP and/or DT2 protocols
If your Domain Time Server(s) are connecting to the top-level time source(s) over a network, you will want to use multiple time
sources to provide redundancy, increase the accuracy of your time, and to prevent wild time from being served should any of your
time sources have an error. The best accuracy and redundancy is achieved by using at least three or more reliable time sources.

Ideally, Domain Time Servers should be set to obtain at least three time samples from each time source during each time check. See
the About Time Samples sidebar for detailed information.

For example, an excellent minimum configuration for your top-level time sources would be to have at least two GPS time servers
located on a local LAN with at least one additional stable public server included as a sanity-check.

If you will be obtaining time from public time servers, please refer to the list of public time servers and abide by the published rules for
each time source.

If you will be using PTP (IEEE 1588-2008/1588-2019)
PTP provides the best accuracy when connecting to a hardware-based Grandmaster clock on the same subnet.

You should have at least one other machine capable of becoming Grandmaster online for redundancy. PTP using the Default or
Enterprise profiles provides for a master election among available machines should the current Grandmaster be offline. PTP using the
Telecom profile uses a configured list of possible masters. Domain Time Server can be configured to be one of these backup master
clocks for the Default or Enterprise profile (see How to configure Domain Time Server as a PTP Master). Domain Time Server cannot
be a Telecom master. Domain Time Client cannot become a PTP master of any flavor.

All Domain Time Servers or Clients running PTP should also be configured to have at least one fallback NTP/DT2 time source (see
Configuring Domain Time II for PTP).

Choose the right machine(s)
Review the Software Requirements for Domain Time II.

Due to how the system clock on operating systems are maintained, some systems are unsuitable for keeping accurate time. The
quidelines below apply to both time servers and clients, however they are of particular concern to any machine you want to use as a
time server.

A good candidate machine for accurate timekeeping will have sufficient processor power, memory, and network hardware to be able to
service the operating system and applications without hitting bottlenecks under load that cause delays in servicing interrupts, packets,
and threads in a smooth and timely fashion. A heavily-used machine will typically have more clock-drift problems than a lightly-used
system, so be sure that your machines are not experiencing bursty periods of excessively-high load or other performance problems.

Some system motherboard designs, BIOS and firmware issues, multi-processor implementations, system/video/network drivers, or other
system components can cause problems with servicing the system clock correctly and may require updates from the manufacturer. Be
sure to check with your vendor(s) to be sure you are up-to-date with all necessary patches.



Most modern operating systems and motherboards have integrated power-saving features. Unfortunately, many of these have serious
detrimental effects on system timekeeping. In general, you will want to disable all power-saving features on all of your time servers, and
also on any clients where precise timing is required.

In general, the best processors/chipsets for time synchronization are Intel’s Core i7 line (or later) or Xeon E7 line (or later). Earlier chips
are not as stable or as precise as the newer models. The newer processors also have an invariant timestamp counter, which allows
Domain Time II to measure the passage of time accurately regardless of SpeedStep or other power-saving mechanisms. Issuing
DTCHECK /cpuid from the command-line will show you whether or not your processor supports an invariant TSC.

Win8/2012 or newer versions are preferred and are more predictable than Vista, Windows 7, or Windows 2008 for high-accuracy timing.
The older XP/Server 2003 platform is also more stable than the problematic Vista/Win7/2008 versions.

Virtual Machines
In addition to the problem with heavily-loaded systems mentioned above, virtual environments (VMWare, Hyper-V, etc.) often have
significant issues in servicing the clock in a timely manner, making them less than ideal for highly-accurate time synchronization.
Domain Time will help you acheive the best synchronization possible on virtual systems, but you should be aware of the limitations. You
can only determine if a virtual system will perform to your expectations by testing in your environment under your normal workloads.

In general, Domain Time Server should be run from a physical machine, if possible. Also, any tools that calculate comparative time
variances (such as Domain Time II Audit Server, Domain Time II Monitor Service, the Domain Time II Manager variance report,
DTCheck utility, etc.) give less accurate results when executed from a virtual guest. These should be run on physical machines, if
possible.

Domain Time Clients may be run on an OS in a virtual machine guest, although you should be aware that regardless of the time
service configuration, the clock will still have inherent inaccuracies. Any time-critical system should run directly on physical hardware.

See this article from our knowledgebase for more information on use with virtualization systems.

Prepare your network to pass the necessary traffic
Your network routers, switches, and firewalls must be able to pass the proper traffic to allow Domain Time to function correctly. Here are
some basic guidelines:

Domain Time II uses the DT2 (Domain Time II) protocol to communicate not only time sync data, but control messages and data
streams between Servers, Clients, Management Tools, and Audit Server.

IMPORTANT: You should always configure your internal network to pass both port 9909 UDP AND port 9909 TCP
traffic bi-directionally between all subnets, even if you will be using a different protocol to sync the time.

If you will be obtaining time from an external time source (such as from a public time server) through a firewall using the DT2 protocol,
you may use either port 9909 UDP or 9909 TCP. UDP has lower overhead and latency than TCP so it tends to be slightly more
accurate, however, some firewall administrators prefer to allow only TCP connections. DT2 also has a special "DT2 over HTTP"
protocol available to allow synchronization with Domain Time II Servers over HTTP (default port 80), which can allow synchronization
through most existing firewalls.

You will need to configure your firewalls/switches to pass any other time protocols you want to use (i.e. port 123 UDP for NTP, ports
319 & 320 UDP for PTP, etc.). See the protocol table below.

Domain Time uses standard IP networking calls, made via the WinSock stack on Windows and the standard TCP/IP stack in Linux.
Traffic therefore conforms to IP protocol standards, including use of ephemeral source ports for originating traffic directed at remote
target ports. You should be sure your firewall(s) permits traffic orginating from ephemeral ports directed toward the defined listening
ports in the protocol table below.

Domain Time natively supports both IPv4 and IPv6. You may pass traffic over either version of TCP/IP.

Domain Time components work best when able to transmit multicasts to discover machines on other subnets, so you will want to
allow multicast traffic between your subnets, even if you will be using unicast protcols to synchronize the time. Note: A multicast-
capable router must be present on each subnet and configured to pass the multicast traffic. Servers and Clients must be configured
with sufficient TTL/Hop Count settings to cross the number intervening routers/switches. Some Domain Time components may also
use broadcasts to local subnets and/or directed broadcasts to remote subnets for discovery purposes. See Network Discovery.

If using the PTP protocol, Domain Time will use multicasts, or a combination of multicasts and unicasts (if using the hybrid or



Enterpise profiles). Domain Time can also transmit DT2 and NTP time packets using multicast and broadcasts, if desired. See
Broadcasts and Multicasts for more information.

Your internal network should have correctly configured and functioning routing, DNS, Active Directory, WINS, and Windows Network
browsing (if using NetBIOS).

Some functions of Domain Time components (such as remote installation/upgrade/configuration) require Windows Networking file and
remote registry access through administrative shares. Those programs or services must be run under a user account with sufficient
administrative privileges to make such connections.

ICMP traffic (esp. PING) should be permitted to all machines.

Note: As of Version 5.2.b.20150828, Domain Time supports automatic management of the Windows Firewall to allow
access to the required time protocol and control ports. See Auto-Manage Windows Firewall Settings for detailed
information.

 Domain Time components may use these network ports for various functions (default ports shown):

Protocol Default Port/Address Type

DT2 9909 UDP and 9909 TCP
(Required for all Domain Time Components)

Time sync, auditing, and control messages

DT2 Multicast IPv4: 239.192.99.9
IPv6: FF05::9909

Network discovery
(optional broadcast time sync)

DT2 over HTTP 80 TCP Time sync, stats webpage on Server,
Version update checking

NTP/SNTP
SNMP: RFC 1769

v3: RFC 1305
v4: RFC 2030

123 UDP Time sync

NTP Multicast IPv4: 224.0.1.1
IPv6: FF05::101

Network discovery
(optional broadcast time sync)

PTP v2.0 (IEEE 1588-2008)
PTP v2.1 (IEEE 1588-2019)

319 and 320 UDP Time sync

PTP v2.0 (IEEE 1588-2008) Multicast
PTP v2.1 (IEEE 1588-2019) Multicast

IPv4: 224.0.1.129
IPv4: 224.0.0.107
IPv6: FF05::181
IPv6: FF02::6B

Time sync

TIME/ITP (RFC 868) 37 UDP and/or 37 TCP Time sync (Server only)

Daytime (RFC 867) 13 TCP Time sync (Server only)

DT Alert Control 9910 TCP Domain Time Real-time
Alert Sharing/Alert Viewer

Audit Server Standby-mode Replication

DT Status 9911 UDP and/or 9911 TCP Domain Time Service Status Monitor
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Use these configuration examples to create an efficient and robust time distribution hierarchy for your network.

 Choose the Time Distribution Model that Fits your Network
Find the example below that most closely matches your network. Then, follow the simple installation plan instructions
indicated for your network model to quickly and successfully install Domain Time II.

If you are in an industry that has regulations regarding time synchronization, you'll also want to see the Regulatory
Compliance pages.

Using NTP and/or DT2 protocols:

  Single Machine Model
  Workgroup Model
  Single Domain Model
  Multi-Domain Model
  Multiple Networks without Masters/Slaves

Using PTP (IEEE 1588-2008/2019):

  Hardware Grandmaster
  Software Grandmaster

 Stand-Alone Single Machine Model

A machine that is not part of a domain.

Domain Time II running on any stand-alone machine should be manually
configured to get its time from trusted sources.

Installation Plan:
(click the link to get detailed instructions for each component listed)

Install Domain Time II Server or Client.
Configure it to get time from your chosen time source(s).

 Workgroup Model

For networks without a Windows domain controller.

In a small workgroup without a Windows domain, one machine should run
Domain Time Server. It will be configured to get its time from trusted
sources and distribute it to clients on the network.

All other Windows machines on the network should run Domain Time II
Client. Client can be set to either use the specific IP address or DNS
name of the Server or automatically discover the time server. You may choose from the following options:

Manually configure the Client to specify which Servers to use.

Set the Client to Discover sources automatically using Broadcast/Multicast. See the Discovery page for more
information.

Set the Client to Discover sources automatically using DHCP. Client will use time servers listed in DHCP Time Server
options. Machines do not need to use DHCP for ip-address assignment to be able to get time server addresses from
DHCP servers. See the Discovery page for more information.

Note: These client settings can be pre-configured and rolled-out to multiple machines using Domain Time Manager.



Any other time-capable machines and devices should be configured to get their time from the Server using whatever time
protocol they use (such as NTP, TIME/ITP, etc.)

Installation Plan:
(click the link to get detailed instructions for each component listed)

Install Domain Time II Server.
Configure the Server to get its time from your chosen time source(s).
Install Client on all other Windows machines. Configure the Clients for either automatic discovery or manually
select their time sources.
Configure any third-party clients or devices on the network to get their time from the Domain Time II Server.

 Single Domain Model

Networks with a single Windows domain (or single Active Directory Tree).

Domain Controllers should run Domain Time Server.

The machine holding the PDC-Emulator role (FSMO)
automatically becomes the Master server and should be
configured to obtain the time from trusted time sources.
Domain Time Server installed on all other DCs automatically
becomes a Slave to the Master. You may also set any other
Domain Time Server on the domain to be a Slave. Slaves
provide for important redundancy and efficient distribution of
time. See the Domain Role page for more info.

Install Domain Time Client on all other Windows servers and workstations on the network. Client can be set to either use
specific time sources or automatically discover time servers. Clients automatically acquire important redundancy and
failover advantages when Masters and Slaves are present on the domain, regardless of which configuration options are
selected.

You may choose from the following configuration options on Clients:

Manually configure the Client to specify which Servers to use.

Set the Client to Discover sources automatically using Broadcast/Multicast. See the Discovery page for more
information.

Set the Client to Discover sources automatically using DHCP. Client will use time servers listed in DHCP Time Server
options. Machines do not need to use DHCP for ip-address assignment to be able to get time server addresses from
DHCP servers. See the Discovery page for more information.

You may also use Active Directory policies to specify which Servers the Clients should use. Active Directory policies
override any other settings you make on the Client.

Configure any other time-capable machines and devices to get their time from the nearest Domain Time Slave Server.

Note: Server and Client settings can be pre-configured and rolled-out to multiple machines using Domain Time
Manager. See Network Rollout for details.



If you will be using Active Directory policies to specify Domain Time settings, Use your Group Policy Management
Editor to install the domtime.adm policy file from the distribution files as a template into the Computer
Configuration\Policies\Administrative Templates section of your desired Group Policy object(s). Then, configure the
settings for each Domain Time policy item you want to apply to that object.
If you will be using DHCP to specify time servers for your Clients to use, configure Option 004 of your DHCP
servers to provide the IP address(es) of the desired Domain Time II Server(s) or Option 024 to specify NTP
servers.
Use Setup to install both Domain Time II Server and the Management Tools on any machine you want to use as
your management workstation. If you will be using Audit Server, install it on this machine also. (Each instance of
Server, Manager and Audit Server requires a separate license)
Use Manager to perform each of the following steps from your management workstation:

Install Server on the PDC/FSMO (It will assume the Master role). Configure the Master to get its time from
your chosen trusted time source(s). Server averaging ("Analyze all listed servers and choose the best...")
should be enabled.
Install Server on all other DCs (they will automatically assume the Slave role).
If you want to pre-configure your Client installation settings for network rollout:

Install Client on a test machine to prepare an installation template .reg file for Manager to use.
Connect to the Client's Control Panel applet to set up the Client exactly the way you want it to be
configured.
Use the Client's Import/Export utility to export the Client settings to a .reg file. Copy the the .reg file to
the Manager's Program Files\Domain Time II folder to be available as a template for
installation.

Install Client on all other Windows machines. Select the template .reg file if you have created one to preset
the settings, or connect to the Clients after installation to set them for either automatic discovery or manually
select their time sources.
Configure any third-party clients or devices on the network to get their time from the nearest Domain Time II
Server.
Use Manager to install the Monitor Service and Update Server to automatically monitor your network and
keep it updated.

 Multi-Domain Model

Networks with multiple Windows domains or Active Directory Forests with multiple trees.

The Single Domain Model described above should be implemented on each individual domain (tree), except that the
Master time server (the PDC-emulator) for each domain needs to be configured to get its time:

from the Master Server on the primary domain, or
from the same trusted time source(s) as the main domain's Master, or
from its own local trusted time source(s), or
Using a combination of the above methods (mesh configuration).

You can configure each domain's Master to get its own time in the various ways described below:

Option 1
In the first configuration option, the PDC for the master domain gets its time from its trusted source(s), while the PDCs for
each of the resource domains are manually configured to use the master domain's PDC as their external time source.

Installation Plan:
(click the link to get detailed instructions for each component listed)



Multi-Domain Option 1 where secondary domain PDCs

get their time from the primary domain's PDC

The main advantages to this configuration are:

The Master (PDC) running on each of the resource domains can automatically look up and use the Master of the main
domain's PDC.
The time hierarchy mirrors the Windows domain structure.
Time in each domain will closely match the time in all other domains.

The main disadvantage to this configuration is:

Using only the Master PDC of the main domain as a time source is a single point of failure for the resource domains.

Option 2
In the second option, the Master (PDC) of each domain gets its time from the same trusted time source(s).

Multi-Domain Option 2 where each Master (PDC) gets its

own time from the same trusted time source(s)

The main advantage to this configuration is:

Each domain has its own connection to the time source(s), If multiple sources are specified, there is no single point of
failure.

The disadvantages to this configuration are:

You must manually configure each Domain Time Server with the address of the time source(s).
Each time check by each Server causes traffic to all time sources, which may be across WAN links.
Time in each domain may differ slightly from each other (depending on which sources are local to the domain).

Option 3
The third option is similar to option 2, except the Master (PDC) of each domain gets its time from its own local trusted time
sources.



Multi-Domain Option 3 where each Master (PDC) gets its

own time from local trusted time source(s)

The advantages to this configuration are:

Each domain has its own connection to the time source(s), If multiple sources are specified, there is no single point of
failure.
Accuracy is improved since local time sources have lower latency than remote ones.

The disadvantages to this configuration are:

You must manually configure each Domain Time Server with the address of the time source.
Time in each domain may vary somewhat from other domains since the time is not compared between sites.

Option 4
The mesh configuration shown below represents an excellent configuration for using Domain Time across multiple
domains or for an Active Directory forest. Each PDC gets its time from both local and remote time sources, and also from
other PDCs.

Multi-Domain Option 4 where each PDC gets its time from local and

remote time sources, plus the PDC in a mesh configuration.

There a number of advantages to a mesh configuration:

Accuracy is improved across your entire enterprise since Variances among the various Servers and time sources are
compensated for automatically.
Stable local time sources are automatically preferred when server averaging ("Analyze all listed servers and choose the
best...") is enabled..
The network is more robust. Domain Time Masters adjust automatically to changes in the availability of any time
sources. If any source becomes unavailable, alternate sources are automatically used.
The Master (PDC) running on each of domains can automatically look up and use the Master Server of any other
domain.

The disadvantages to this configuration are:

You must manually configure each Domain Time Server with the address of any non-Domain Time time source.



Requires that each server be able to communicate with each other and each time source.
Each time check by each Server causes traffic to all other Servers and time sources, which may be across WAN links.

Installation Plan:
(click the link to get detailed instructions for each component listed)

Use Setup to install both Domain Time II Server and the Management Tools on any machine you want to use as
your management workstation. Manager works best if you have trusts to all domains you want to manage. If not,
you should also install the Server and Management Tools on a machine in each of the untrusted domains and
perform installations to those domains from there. If you will be using Audit Server, install it on this machine also.
(Each instance of Server, Manager and Audit Server requires a separate license)
You may use a single instance of Audit Server across multiple networks. Alternately, you may want to install
additional Audit Servers on individual networks to spread the Audit workload, if you want to use different types of
machines on multiple schedules, or to keep separate audit data for individual domains/companies. Audit Server
also has a special Standby Mode for use in Disaster Recovery scenarios. (Each instance of Audit Server requires a
separate license for Server, Manager, and Audit Server)
Perform all of the tasks in theSingle Domain Model Installation Plan above on each domain (tree), starting with the
top-level domain.
Use Manager to configure the Master time servers (PDCs) of each domain to obtain time from available local
trusted time source(s) and from each other.

 Multiple Networks without Masters/Slaves

Installing Domain Time in multiple locations without using Masters or Slaves.

When possible, you should install Domain Time using one of the
Master/Slave configurations above. Masters and Slaves
automatically provide important accuracy and redundancy
benefits. However, it is possible to construct a robust time
hierarchy across multiple physical locations without using Master
and Slaves, if necessary.

Each physical location should be installed according to the
instructions in the Workgroup Model above. Then, each Server
should be set to get time using server averaging ("Analyze all listed servers and choose the best..." is enabled) from all
available time sources. This creates a mesh configuration that harmonizes time among each of your locations, plus
provides redundancy in case any time source becomes unavailable to the Servers. Alternately, you can turn off server
averaging and have your Domain Time Servers get their time using a fallback list of sources, where each Server would
get their time from their primary local time source, but would fall back to remote source(s) if the primary fails. Use this
option if you have high or variable latency network connections between your locations.

To provide redundancy to your Clients, you will need to make manual changes to the time sources list. First, configure the
Clients in each location to use their listed time sources as a fallback-list ("Analyze all listed servers and choose the best..."
is disabled) so that each Client first contacts its local Domain Time Server for the time. Then, list any other Domain Time
Servers (local or remote) and/or other available time sources (local sources first) so that Clients can fallback to those if no
Domain Time Servers are reachable.

For example, Clients might have these servers listed in their Obtain the time time sources lists (Fallback-mode):

Main Office Remote Office

Source 1:

Main Office Domain Time Server

Source 2:

Source 1:

Remote Office Domain Time Server

Source 2:



Main Office GPS Server

Source 3:

Remote Office Domain Time Server

Source 4:

Remote Office GPS Server

Remote Office GPS Server

Source 3:

Main Office Domain Time Server

Source 4:

Main Office GPS Server

Installation Plan:
(click the link to get detailed instructions for each component listed)

Use Setup to install both Domain Time II Server and the Management Tools on any machine you want to use as
your management workstation. Manager works best if you have trusts to all domains you want to manage. If not,
you should also install the Management Tools on a machine in each of the untrusted domains and perform
installations to those domains from there. If you will be using Audit Server, install it on this machine also. (Each
instance of Server, Manager and Audit Server requires a separate license)
You may use a single instance of Audit Server across multiple networks. Alternately, you may want to install
additional Audit Servers on individual networks to spread the Audit workload, if you want to use different types of
machines on multiple schedules, or to keep separate audit data for individual domains/companies. Audit Server
also has a special Standby Mode for use in Disaster Recovery scenarios. (Each instance of Audit Server requires a
separate license for Server, Manager, and Audit Server)
Perform all of the tasks in the Workgroup Model Installation Plan above in each physical location.
Use Manager to configure the Servers in each location to obtain time from available trusted time source(s) and
from each other.
Turn off Server Averaging on the Clients, and configure the Time Sources list so that the local Domain Time Server
is listed first, then add Domain Time Servers in other locations, and finally, all other time sources (local sources
first).

 PTP Using a Hardware Grandmaster Model

For synchronizing machines using PTP from a hardware Grandmaster.

There must be a hardware Grandmaster clock available,
preferably on the same subnet as the other PTP devices. The
device should provide IEEE 802.3 implementations of either the
Default, Enterprise, or Telecom PTP profile. Although the PTP
protocols may be routed to other subnets, the additional latency
and possible queuing or discard of UDP packets by intervening
routers may make this problematic. Boundary or Transparent
clocks are preferred for distributing PTP to subnets.

For redundancy, we recommend there be at least one additional machine (preferably another hardware clock) capable of
becoming Grandmaster should the primary go offline. Domain Time Server can also be configured to be a backup clock
capable of assuming the Grandmaster role if you are using the Default or Enterprise PTP profile.

All other Windows machines on the network should run Domain Time II Client.

IMPORTANT: All Domain Time II machines should have at least one NTP or DT2 Server set as a fallback time source.

Note: These settings can be pre-configured and rolled-out to multiple machines using Domain Time Manager.

Installation Plan:
(click the link to get detailed instructions for each component listed)



If using Domain Time Server as a backup PTP master (Default or Enterprise profile), install Server on at least one
machine.

First, configure Server to become a PTP slave (see Configuring Domain Time II for PTP).
Then, configure the Server to become a PTP master (see How to configure Domain Time Server as a PTP
Master). If using the Default or Enterprise profile, set this machine's Master priority so that it has lower
precedence (a higher numeric value) than the Grandmaster's priority setting.

Install Client on all other Windows machines. Configure the Clients to become PTP slaves (see Configuring
Domain Time II for PTP).

If you will be using Domain Time Manager/Audit Server:

Use Setup to install both Domain Time II Server and the Management Tools on any machine you want to use as
your management workstation. Configure Server to become a PTP slave (see Configuring Domain Time II for
PTP). You may also configure it to be a backup PTP master, as described above. If you will be using Audit Server,
install it on this machine also. Manager works best if you have trusts to all domains you want to manage. If not, you
should also install the Management Tools on a machine in each of the untrusted domains and perform installations
to those domains from there. If you will be using Audit Server, install it on this machine also. (Each instance of
Server, Manager and Audit Server requires a separate license)
You may use a single instance of Audit Server across multiple networks. Alternately, you may want to install
additional Audit Servers on individual networks to spread the Audit workload, if you want to use different types of
machines on multiple schedules, or to keep separate audit data for individual domains/companies. Audit Server
also has a special Standby Mode for use in Disaster Recovery scenarios. (Each instance of Audit Server requires a
separate license for Server, Manager, and Audit Server)
Use Manager to perform each of the following steps from your management workstation:

If you want to pre-configure your Client installation settings for network rollout:
Install Client on a test machine to prepare an installation template .reg file for Manager to use.
Connect to the Client's Control Panel applet to set up the Client exactly the way you want it to be
configured.
Use the Client's Import/Export utility to export the Client settings to a .reg file. Copy the the .reg file to
the Manager's Program Files\Domain Time II folder to be available as a template for
installation.

Install Client on all other Windows machines. Select the template .reg file if you have created one to preset
the settings, or connect to the Clients after installation to set them for either automatic discovery or manually
select their time sources.

 PTP Using a Software Grandmaster Model

For synchronizing machines using PTP from a Software Grandmaster.

There must be a machine configured to be a software
Grandmaster clock available, preferably on the same subnet as
the other PTP devices. The device should provide IEEE 802.3
implementations of either the Default, Enterprise, or Telecom
PTP profile. Although the PTP protocols may be routed to other
subnets, the additional latency and possible queuing or discard
of UDP packets by intervening routers may make this
problematic. Boundary or Transparent clocks are preferred for distributing Default or Enterprise profile PTP to subnets.

For redundancy, we recommend there be at least one additional machine capable of becoming Grandmaster should the
primary go offline. Domain Time Server can be configured to be a backup clock capable of assuming the Grandmaster
role using the Default or Enterprise PTP profile.

All other Windows machines on the network should run Domain Time II Client.

IMPORTANT: All Domain Time II machines should have at least one NTP or DT2 Server set as a fallback time source.



Note: These settings can be pre-configured and rolled-out to multiple machines using Domain Time Manager.

Installation Plan:
(click the link to get detailed instructions for each component listed)

To use Domain Time Server as the Grandmaster clock, install Server. Configure this machine to get its own time
from at least one NTP or DT2 time source. If using the Default or Enterprise profile, set this machine's Master
priority so that it has higher precedence (a lower numeric value) than any other PTP device on the network.
If using Domain Time Server as a backup PTP master (Default or Enterprise profile), install Server on at least one
machine.

First, configure backup Server to become a PTP slave (see Configuring Domain Time II for PTP).
Then, configure the Server to become a PTP master (see How to configure Domain Time Server as a PTP
Master). Set this machine's Master priority so that it has lower precedence (a higher numeric value) than the
Grandmaster's priority setting (if using the Default or Enterprise profiles).

Install Client on all other Windows machines. Configure the Clients to become PTP slaves (see Configuring
Domain Time II for PTP).

If you will be using Domain Time Manager/Audit Server:

Use Setup to install both Domain Time II Server and the Management Tools on any machine you want to use as
your management workstation. Configure Server to become a PTP slave (see Configuring Domain Time II for
PTP). You may also configure it to be a backup PTP master, as described above. If you will be using Audit Server,
install it on this machine also. Manager works best if you have trusts to all domains you want to manage. If not, you
should also install the Management Tools on a machine in each of the untrusted domains and perform installations
to those domains from there. If you will be using Audit Server, install it on this machine also. (Each instance of
Server, Manager and Audit Server requires a separate license)
You may use a single instance of Audit Server across multiple networks. Alternately, you may want to install
additional Audit Servers on individual networks to spread the Audit workload, if you want to use different types of
machines on multiple schedules, or to keep separate audit data for individual domains/companies. Audit Server
also has a special Standby Mode for use in Disaster Recovery scenarios. (Each instance of Audit Server requires a
separate license for Server, Manager, and Audit Server)
Use Manager to perform each of the following steps from your management workstation:

If you want to pre-configure your Client installation settings for network rollout:
Install Client on a test machine to prepare an installation template .reg file for Manager to use.
Connect to the Client's Control Panel applet to set up the Client exactly the way you want it to be
configured.
Use the Client's Import/Export utility to export the Client settings to a .reg file. Copy the the .reg file to
the Manager's Program Files\Domain Time II folder to be available as a template for
installation.

Install Client on all other Windows machines. Select the template .reg file if you have created one to preset
the settings, or connect to the Clients after installation to set them for either automatic discovery or manually
select their time sources.
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  Public Time Servers

If you don't have your own GNSS (GPS) or CDMA receiver, cesium clock, or other trusted time source on your local network,
you will need to obtain the time over the Internet from a public time server. This page will help you locate an appropriate
server.

IMPORTANT: Internet time servers are not always reliable; they can be overloaded, misconfigured, subject
to network delays, or simply go away without notice. Be sure to enable the Analyze time samples... option
and include at least three time sources in your configuration (setting each source to request 3 samples) to
help compensate for these problems.

You should test each time server you choose for reliability and accuracy before committing to use it in
production. The Domain Time II Time Server Test (included with Domain Time II Manager) and NTPCheck
(included with Domain Time II Server and Client) utilities are ideal for this purpose.

Do not assume you can use the default time servers listed by Domain Time II Server. These servers are listed as a 
convenience, to help you get started. You must honor the requirements posted by each time service provider. Usually nothing 
more than asking permission is required. Some servers have regional restrictions; others only allow specific NTP strata; others 
may have other requirements. It is your responsibility to ensure compliance. Time service providers operate on the honor 
system, and the system will only continue functioning smoothly if everyone abides by the rules.

Domain Time Servers
Licensed Domain Time users may use them as primary and secondary time sources. You may, of course, also use these 
servers for testing purposes, but please do not use these servers regularly unless you are a Domain Time customer!

Note: these servers are provided for convenience only; we do not guarantee the availability and accuracy of
these systems. In particular, these servers are not guaranteed to be traceable to NIST, so they are not
suitable for meeting compliance standards that require such traceability.

tick.greyware.com
Domain Time II Server
Both IPv4 and IPv6 available
NTP Stratum 2-4
Protocols: DT2 (UDP, TCP, DT2 over HTTP), NTP (UDP), TIME-ITP (UDP), Daytime (UDP).

Note: TIME-ITP (TCP) and Daytime (TCP) no longer offered as of 23 May 2017.

Access: Any registered customer may use this server as a time source for Domain Time Server. Please do not point
individual clients at this server. Please do not check more than once per minute.

tock.greyware.com
Domain Time II Server
Both IPv4 and IPv6 available
NTP Stratum 2-4
Protocols: DT2 (UDP, TCP, DT2 over HTTP), NTP (UDP), TIME-ITP (UDP), Daytime (UDP).

Note: TIME-ITP (TCP) and Daytime (TCP) no longer offered as of 23 May 2017.

Access: Any registered customer may use this server as a time source for Domain Time Server. Please do not point
individual clients at this server. Please do not check more than once per minute.

Public NTP Servers
There are hundreds of NTP/SNTP servers available on the Internet. Be a good network citizen; if you have more than 100
clients on your network, your main server may qualify for connecting to a Stratum 1 server, otherwise you should pick a

Stratum 2 server.

NTP.Servers Public Time Servers List
NIST Servers
USNO Servers
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Many organizations and government regulatory agencies already have or are implementing regulations regarding the
synchronization of time on computer systems. Further regulations exist requiring the establishment of an audit trail of time
synchronization that can be used to verify the validity of electronic timestamps.

Domain Time II is uniquely suited to ensure compliance with such requirements. When properly implemented, Domain Time
substantially exceeds all existing and proposed regulatory standards for time synchronization. Domain Time also provides the
ability to automatically create the audit trail necessary to demonstrate this compliance.

These pages describe in detail how to configure Domain Time II to satisfy these regulations:

  FINRA

  CAT NMS PLAN (SEC)

  US Federal Drug Administration 21 CFR Part 11

  European Union MiFID II
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The Financial Industry Regulatory Authority (FINRA) regulates registered trading brokers and broker-dealer firms in the United
States. The FINRA regulations include various rules and requirements for the synchronization of clocks, which are
summarized below.

FINRA Rule 4590 Synchronization of Member Business Clocks specifies that:
50ms Tolerance against NIST time for NMS securities and OTC Equity Securities, 1 second Tolerance for all
others.
Clocks must be synchronized every business day before market open and re-synchronized, as necessary
throughout the day.
Clock synchronization procedures must be documented.
Logs must be kept of synchronization events and any drift out of tolerance should be flagged.
Logs need to be retained for the period indicated and in the format specified under SEC Rule 17a-4(f).

FINRA Rule 6820 Clock Synchronization (Consolidated Audit Trail) includes the same synchronization
tolerances as Rule 4590, but adds that:

Logs need to be retained for 5 years with the 2 most recent years easily accessible.
Members need to certify to FINRA that they meet these requirements.
Violations need to be reported according to SEC CAT NMS Plan rules

CAT NMS Plan Section 6.8(a)Ii) & (ii) and other guidance adds the following to the above requirements:

CAT Participants tolerance to NIST is 100 microseconds. Members remain at the regular tolerances as
specified in Rules 4590/6820.
Participants must self-report violations that exceed tolerance for at least one second.
Members must self-report violations that exceed 2x the normal tolerance (i.e. >= 200ms)
Members must self-report any system that exceeds the tolerance 10 times in one rolling 24-hour period.
Clock granularity should at minimum be recorded/reported in milliseconds and possibly finer increments as
required by NMS.

Definition of Synchronization Tolerance

The regulations allow for the use of any time source for the synchronization, as long as all clocks stay synchronized within
the specified tolerance of the NIST clock. The tolerance is defined as including all of the following:

The difference between the NIST standard and a time provider’s clock
Transmission delay from the source (Latency)
Amount of drift of the member's clock (Drift)

The total of all of the above for any clock must not exceed the specified tolerance.

How to Use Domain Time II to comply with the FINRA Requirements
Domain Time II meets or exceeds all of the specific FINRA requirements detailed above. Properly configured, Domain Time
will allow you to easily comply with all of the computer clock synchronization requirements.

Domain Time II is designed specifically to provide both accurate time synchronization and a complete history of that
synchronization. Each Domain Time II time sync component (Servers and Clients) have the ability to keep detailed logs and
statistics of their own activity - and, critically, to report that information automatically to monitoring and auditing systems
when requested.

This diagram shows the basic structure of the Domain Time II system, showing how time synchronization and audit data
collection are handled. Your time distribution hierarchy may vary.



Configuring for compliance
There are two basic steps necessary to use Domain Time II to achieve compliance:

Configure Domain Time II to provide accurate time synchronization to all clocks
Configure Domain Time II to collect and maintain sync records in an audit trail

Configure Domain Time II to provide accurate time sync to all clocks

Domain Time II, when installed according to the instructions found on the Recommended Configurations page of the
Domain Time II documentation, will meet most of the NASD requirements for time synchronization. However, there are a
few additional configuration considerations beyond the standard recommended installation instructions for FINRA
compliance. Let's consider each of the requirements and what is required to ensure Domain Time II fulfills them.

FINRA Requirement: 50ms (or 1 sec) Tolerance to NIST (or 100us if a CAT Participant)
Solution: Configure Domain Time to get its time from a local hardware time appliance

It is unlikely you will be able to consistently achieve 50ms sync to NIST without having a local GPS/GNSS or CDMA-
derived time server appliance on your local network to act as your reference clock. Although you can get access to
NIST Echo Servers over the Internet, the high load and variable latency of these servers make them unsuitable for
higher accuracy. You may be able to use them if you only need to achieve the 1-second target, however, you may
find them only sporadically available.

FINRA Requirement: Regular synchronization
Solution: Configure Domain Time to synchronize on a Fixed Schedule

Domain Time II Clients and Servers are background services that remain continuously synchronized with their
source. Be sure to set the synchronization period on the Timings property page of the Domain Time applet to Fixed
of at least 1/minute. This may require some trial and error to achieve the correct rate for machines that have large
amounts of drift, such as virtual systems. Synchronize more often if you machines drift outside the target. See the
Timings page in the documentation for more info.

FINRA Requirement: Synchronize every business day before Market Open
Solution: If Domain Time is set to a fixed schedule (see above) it will automatically synchronize before Market Open

For example, if Domain Time is set to a fixed schedule of 1/minute, the clock will always be synched no more than 1
minute before Market Open.

How to Configure Domain Time II to collect and maintain sync records in an audit trail



The information below is based on meeting FINRA regulatory requirements, but gives a good overview of how Domain
Time II can assist in creating and maintaining an audit trail of time synchronization.

FINRA Requirement: Documentation of clock synchronization procedures
Solution: Use Domain Time II documentation as necessary to write your procedures. At minimum, document which
time sources you use and how often each component synchronizes with them. Be sure to indicate the path back to
NIST time (i.e. your GNSS/GPS source is traceable to NIST).

Domain Time II is thoroughly documented, and the behavior of the Domain Time II system and each time component
and how it synchronizes is detailed in the online documentation. These documents can be used to provide any level
of detail of the system operation for compiling your documented procedures.

FINRA Requirement: Keep Logs of every time a clock is synchronized and the results of that synchronization
Solution: Use Domain Time II Audit Server to collect sync logs.

See the Audit Server documentation for details on configuring and using Audit Server.

Domain Time II Audit Server is capable of collecting a log of time sync activity from Domain Time II components into a
central location for easy analysis and archiving. Information retrieved includes when a sync occurred, with whom the
component synced, and amount the clock was corrected. Log retention is configurable to match archival schedules.

Audit Server also keeps an audit record which can be used to demonstrate on-demand that any particular machine
was synchronized, with what source, and with what accuracy.

Domain Time II Server and Client also keep a local log that includes not only time sync events, but all other events
activity and events by the component. These logs can be manually collected and archived to meet the log retention
requirements, however doing so is typically much more complex than using Audit Server to do so, and results in
significantly larger log files to be archived. In most cases, using Audit Server to collect sync logs is optimal.

Suggested Configuration Changes to Audit Server

Audit Server shares Domain Time Manager's view of the network. Adjust Manager's discovery settings
to be sure you are able to see all the machines you need to audit. Be sure to Enable Auditing on your
selected machines.

Set clock display granularity to your desired resolution:
Domain Time keeps clock granularity internally to the limits of the operating system, however, you may
display the time with any granularity you wish. This can be adjusted from the Manager menu. Choose
Options -> Appearance and Interface -> Format Options and adjust the Significant digits to show
item.

Discover machines for audit from all Domain Time II Servers:
If you want to automatically audit all machines that synchronize with Domain Time II Server (this is a
very robust choice), choose the Audit Server -> Advanced -> Audit List Management option from the
Manager menu, enable the "Add machines that have synchronized with Domain Time II Server" option
and enter the list of Domain Time II Servers you want to contact for their list.

Manually Enter Other Machines:
Manually enter any machines not automatically discovered by the methods above. Enter machines to
be added one at a time by right-clicking on the category where you want them to appear on Manager's
Tree pane, or use Manager's Batch Add process for adding multiple machines.

Enable Central Log Collection:
Use the Audit Server -> Synchronization Logs -> Configure menu item of Domain Time II Manager to
collect Time Synchronization logs. Choose retention settings that correspond with your archival
processes to ensure that all logs are transferred to archival storage before being deleted from the Audit
Server.



Use the Conversions -> Daily Drift CSV file for analysis and compliance:. Audit Server can compile
all Synchronization (Drift) Logs into a single Daily Drift CSV file which is ideal for complying with
violation reporting or other tasks. This file can be provided to your Compliance Department for their use
in compiling the necessary reporting forms and documents.

The Daily Drift CSV file can also be configured as an exception report, which only shows machines that
have violated your alert thresholds. You may find this more useful than providing the entire drift data to
compliance. To enable this function, select the Only include error records - omit all records
within defined tolerances checkbox on the CSV File Configuration dialog.

FINRA Requirement: The log should include notice of any time the clock drifts more than 50ms second from NIST
time.
Solution: Domain Time II Audit Server has the capability to generate alerts when any monitored system's variance from
a reference clock exceeds a threshold you set. Warning entries of these events are also included in the logs.

Reference Clock
Audit Server can compare the sampled time of any audited machine to a reference clock. The reference clock's time
is used to calculate certain variances and alerts. By default, Audit Server shares the Reference Clock settings of
Domain Time II Manager. Since FINRA specifies that variances by shown in relation to NIST, the reference clock
setting on Manager must be changed to include a clock with as short a path to NIST time as possible (preferably a
NIST server or a clock derived directly from it, such as a GPS time source).

Alert Thresholds
Audit Server has the ability to generate an alert if the time variance on any system exceeds a particular threshold.
The FINRA-specified requirement is that the log for any machine drifts outside 50ms from NIST time should include a
notice to that effect. Audit Server will automatically add a warning to the log when any machine exceeds the Any
machine time off by... setting on the Audit Server Alerts dialog page.

Required Configuration Changes to Audit Server

Set the Reference Clock to NIST sources: Use Manager's Options -> Network Options -> Reference
Time... menu selection to set the Reference Clock setting to use at least, preferably more of the official
NIST Servers (note, you must have the NTP port 123 UDP open on your firewall to allow Manager/Audit
Server to contact a NIST time server). You may also choose reliable local NIST-derived clocks, such as
a GPS receiver.

Note that if your Audit Server is synchronizing via PTP to a GPS/GNSS synchronized Grandmaster, you
may set the Reference Clock to "Use this machine's clock" as recommended in the configuration
documentation. This still maintains traceability to the NIST source.

Set the Alert Threshold: On Audit Server's Alerts dialog page, make sure the Any machine time off
by setting is set to 50ms or less.

FINRA Rule Requirement: Logs must be maintained and preserved for the period of time and with the accessibility
specified in SEC Rule 17a-4(b)
Solution: Use Domain Time II to collect audit logs and sync data and archive as necessary.

Rule 4590 specifies the retention period for this type of record is 3 years, the most recent 2 years of which must be in
an easily accessible location.

Rule 6820 specifies the retention period for this type of record is 5 years, the most recent 2 years of which must be in
an easily accessible location.

The Domain Time II Audit Server automatically collects detailed time synchronization data from the network into local
disk storage. You may choose to keep the records locally or archive them into offline storage.



FINRA Rule 4590 Requirement: Logs must be maintained in a format permitted under SEC Rule 17a-4(f)
Domain Time II does not directly address the specific provisions of this regulation (such as the use of non-erasable
storage for electronic data records), however it does provide the data in an easily collected and stored manner that
can be transferred to your required format.

Violation self-reporting under CAT NMS. The Daily Drift CSV file can be used by your Compliance Department to
determine if violations have occurred and provide the necessary documentation of events.

References
FINRA Rule 4590. Synchronization of Member Business Clocks (Financial and Operational Rules)
FINRA Rule 6820. Clock Synchronization (Consolidated Audit Trail Compliance Rule)
SEC Rule 17 CFR 240 17a-4. Records to Be Preserved by Certain Exchange Members, Brokers and Dealers
CAT NMS PLAN Clock Synchronization Topics
CAT Alert 2020-02 - Standards for Self Reporting Deviations of Clock Synchronization Standards to FINRA CAT

Disclaimer
This document is provided for informational and planning purposes only. The information used in compiling this document was 
obtained from publicly available sources and no representation is made as to the accuracy of the information, nor as to the 
accuracy of any reading or interpretation thereof. No warranty is made or implied regarding the usefulness or suitability of this 
information for a particular purpose. Further, Greyware Automation Products, Inc. is not liable for any damages, real or 
consequential, arising from use of this information.
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The United States Security and Exchange Commission (SEC) has established new rules governing financial market
information, commonly referred to as Regulation or Reg NMS (National Market System). Reg NMS includes requirements for
the synchronization of clocks and maintaining related audit trail information. These are covered in paragraph (d) of 17 CFR
242.613 (Rule 613):

Clocks should be synchronized to NIST (National Institute of Standards and Technology) time.
Synchronization standards should be revaluated annually.
Clock granularity should at minimum be recorded/reported in milliseconds and possibly finer increments as required by
NMS.

FINRA has well-established procedures and policies regarding time synchronization that allow you to address the Reg NMS 
requirement for "reasonable policies and procedures". We recommend you use our instructions on configuring for compliance 
with FINRA to ensure the clocks on your various systems are synchronized and generating correct time-stamps and are 
collecting the necessary audit trail records to satisfy your data retention requirements.

References
Rule 613 (Consolidated Audit Trail) Overview
17 CFR § 242.613 Consolidated Audit Trail regulations

Disclaimer
This document is provided for informational and planning purposes only. The information used in compiling this document was 
obtained from publicly available sources and no representation is made as to the accuracy of the information, nor as to the 
accuracy of any reading or interpretation thereof. No warranty is made or implied regarding the usefulness or suitability of this 
information for a particular purpose. Further, Greyware Automation Products, Inc. is not liable for any damages, real or 
consequential, arising from use of this information.
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The U.S. Food and Drug Administration (FDA) has adopted wide-ranging regulations governing activities in the life sciences
industry. Among these are regulations regarding the use of electronic records and electronic signatures, contained in 21 CFR
Part 11 of the Federal Register.

Implicit in these regulations is the expectation that systems used in producing electronic records or signatures must have the
correct date and time so that time stamps produced are correct and verifiable. Extracts of the applicable sections of the Rule,
current FDA Guidance to Industry memos, as well as relevant commentary from private industry that help define the time
stamp requirements follow.

21 CFR Part 11 Final Rule, March 20, 1997 Section 11.10 Controls for closed systems specifies:

"(e) Use of secure, computer-generated, time-stamped audit trails to independently record the date and time of
operator entries and actions that create, modify, or delete electronic records. Such audit trail documentation
shall be retained for a period at least as long as that required to for the subject electronic records and shall be
available for agency review and copying."

Draft Guidance for Industry on Part 11, Electronic Records, Electronic Signatures - Scope and Application:

Section III. C. 2. Audit Trail
"Even if there are no predicate rule requirements to document, for example, date, time, or sequence of events
in a particular instance, it may nonetheless be important to have audit trails or other physical, logical, or
procedural security measures to ensure the trustworthiness and reliability of the records."

Draft Guidance for Industry: Computerized Systems Used in Clinical Trials:

IV. Standard Operating Procedures, Data Entry, Section B. Electronic Signatures
"2. Personnel who create, modify, or delete electronic records should not be able to modify the audit trails."
"5. Audit trails should be created incrementally, in chronological order, and in a manner that does not allow
new audit trail information to overwrite existing data in violation of §11.10(e)."

IV. Standard Operating Procedures, Data Entry, Section C. Date/Time Stamps
"1. Controls should be in place to ensure that the system's date and time are correct."
"2. The ability to change the date or time should be limited to authorized personnel and such personnel should
be notified if a system date or time discrepancy is detected. Changes to date or time should be documented."

Summary of Requirements
Four basic requirements regarding time synchronization for FDA regulatory purposes can be derived from the above:

Time and Date on Systems Must Be Correct
Standard best practices to ensure the time and date on all computer clocks is correct is to verify they are reliably
synchronized to a commonly used time standard, such as provided by the National Institute of Standards and Technology
(NIST) or United States Naval Observatory (USNO) atomic clocks, or Stratum 1 time sources such as GPS receivers.

Ability to Change the System Clock Must Be Restricted
Users must not be allowed to change the time on systems at will.

Alerts to System Date/Time Discrepancies Must Be Generated
Administrators must be notified immediately of problems with the time on systems.

An Audit Trail to Demonstrate the Validity of Time Stamps Must Be Maintained
The accuracy of the date/time used to produce time stamps is integral to proving the trustworthiness and reliability of all
electronic records and signatures. Non-modifiable records of the generation of time stamps (including the time
synchronization process) are essential.



How to Use Domain Time II to comply with the FDA 21 CFR Part 11 Requirements

Domain Time II meets or exceeds all of the guidance and directives detailed above. Properly configured, Domain Time will
allow you to easily comply with all current and proposed requirements to assure the validity of the date and time of time
stamps and related audit requirements.

Domain Time II is designed specifically to provide both accurate time synchronization and a complete history of that
synchronization. Each Domain Time II time sync component (Servers and Clients) have the ability to keep detailed logs and
statistics of their own activity - and, critically, to report that information automatically to monitoring and auditing systems
when requested.

This diagram shows the basic structure of the Domain Time II system, showing how time synchronization and audit data
collection are handled.

Configuring for compliance
These are the steps necessary to use Domain Time II to assist in compliance with FDA 21 CFR Part 11:

Requirement: Time and Date on Systems Must Be Correct
Solution: Configure Domain Time II to provide accurate time sync to all clocks

Domain Time II, when installed according to the instructions found on the Recommended Configurations page of the
Domain Time II documentation, will meet the FDA 21 CFR Part 11 requirements for time synchronization. However, there
are a few additional configuration considerations beyond the standard recommend installation instructions for FDA 21
CFR Part 11 compliance.

Required Configuration Change

Set the Domain Time II Master to use NIST, USNO, or other reliable Stratum 1 system as its time
source:
Use the Time Sources tab page of the Domain Time II Server Control Panel Applet to include any of the
following entries in the Sources fields (in any order):
time.nist.gov

ntp2.usno.navy.mil

The IP address or DNS name of a Stratum 1 source, such as GPS receiver

Requirement: Ability to Change the System Clock Must Be Restricted
Solution: Domain Time II Server and Clients have a function called Clock Change Monitor that prevents users without
administrative rights from changing the time on their systems. This function is enabled by default. No additional



configuration is necessary.

Requirement: Alerts to System Date/Time Discrepancies Must Be Generated
Solution: Use Domain Time II Audit Server (see below) or Monitor Service to provide alerts when time variance on
systems exceeds the thresholds you set.

Requirement: An Audit Trail to Demonstrate the Validity of Time Stamps Must Be Maintained
Solution: Use Domain Time II Audit Server to collect and preserve tamper-proof audit records

Domain Time II has exceptional built-in functionality to easily and automatically provide an audit trail of time
synchronization. The following steps will provide unimpeachable records of the state of time synchronization. You will
know exactly when your changed, why, when, and with whom they synchronized.

Set Reference Clock and System Alerts.
Domain Time II Audit Server has the capability to generate alerts when any monitored system's variance from a
reference clock exceeds a threshold you set. Warning entries of these events are also included in the logs.

Reference Clock
Audit Server can compare the sampled time of any audited machine to a reference clock. The reference clock's
time is used to calculate certain variances and alerts. By default, Audit Server automatically locates the nearest
Domain Time II Server to use as its reference clock. Since OATS specifies that variances by shown in relation to
NIST, the reference clock setting must be changed.

Alert Thresholds
Audit Server has the ability to generate an alert if the time variance on any system exceeds a particular
threshold. The OATS-specified requirement is that the log for any machine drifts outside 3 seconds from NIST
time should include a notice to that effect. Audit Server will automatically add a warning to the log when any
machine exceeds the Any machine time off by... setting on the Audit Server Alerts & Logs tab page.

Required Configuration Changes to Audit Server

Set the Reference Clock to NIST: Go to Audit Server's Advanced tab and change the Reference
Clock setting to use time.nist.gov (note, you must have the NTP port 123 UDP open on your
firewall to allow Monitor to contact the NIST time server).

Set the Alert Threshold: On Audit Server's Alerts & Logs, make sure the Any machine time off
by setting is set to 3 seconds.

Set Audit Record Collection and Retention Options
Use Domain Time II to collect audit data and archive as necessary.

The Domain Time II Audit Server automatically collects detailed time synchronization data from the network.
Data can be kept in local storage for the required three year period, or archived off to permanent offline storage
as necessary.

Document procedures
Use Domain Time II documentation as necessary to write your procedures and as a baseline for your "black box"
system validation testing.

Domain Time II is thoroughly documented, and the behavior of the Domain Time II system and each time
component and how it synchronizes is detailed in the Technical Information and Configuration and sections of
the online documentation. These documents can be used to provide any level of detail of the system operation
for compiling your documented procedures.

In particular, the Resource Impact Statement contains a great deal of useful material as a starting point for "black
box" testing of Domain Time II for use on your validated systems.



Optional: Keep Detailed Logs of every time a clock is synchronized and the results of that synchronization
Use Domain Time II Audit Server to collect the synchronization logs of all machines.

See the Audit Server documentation for details on configuring and using Audit Server.

Domain Time II Audit Server is capable of collecting a log of time sync activity from Domain Time II components
into a central location for easy analysis and archiving. Information retrieved includes when a sync occurred and
with whom the component synced, and amount the clock was corrected. Log retention is configurable to match
archival schedules.

Audit Server also keeps an audit record which can be used to demonstrate on-demand that any particular
machine was synchronized, with what source, and with what accuracy.

Domain Time II Server and Client also keep a local log that includes not only time sync events, but all other
events activity and events by the component. These logs can be manually collected and archived to meet the log
retention requirements, however doing so is typically much more complex than using Audit Server to do so, and
results in significantly larger log files to be archived. In most cases, using Audit Server to collect sync logs is
optimal.

Required Configuration Changes to Audit Server

See Audit Server documentation for configuration details.

References
21 CFR Part 11 Final Rule, March 20, 1997
Draft Guidance for Industry on Part 11, Electronic Records, Electronic Signatures -
Scope and Application, February 2003
Guidance for Industry: General Principles of Software Validation;
Final Guidance for Industry and FDA Staff, January 11, 2002
Guidance for Industry: Computerized Systems Used in Clinical Trials, April 1999
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consequential, arising from use of this information.
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The European Union has established new comprehensive rules for investment services, commonly referred to as MiFID II (or
MiFID 2). The regulations include requirements for the synchronization of clocks and maintaining related audit trail information.
In particular, Article 50 of MiFID II applies to trading venues and their members and participants and requires them to comply
with accuracy requirements regarding the maximum divergence of their business clocks from UTC and to timestamp
reportable events to a specific granularity.

Basic Regulatory Requirements
The MiFID II Draft regulatory technical standards on clock synchronization (Regulatory Technical Standards, RTS, 25)
specifies these basic requirements:

UTC Reference Time
Clocks must be synchronized to UTC (Coordinated Universal Time).

"Operators of trading venues and their members or participants shall synchronise the business clocks they
use to record the date and time of any reportable event with the Coordinated Universal Time (UTC) issued
and maintained by the timing centres listed in the latest Bureau International des Poids et Mesures Annual
Report on Time Activities. Operators of trading venues and their members or participants may also
synchronise the business clocks they use to record the date and time of any reportable event with UTC
disseminated by a satellite system, provided that any offset from UTC is accounted for and removed from
the timestamp."

Maximum divergence from UTC
Clocks must be synchronized to UTC within a minimum accuracy target. The accuracy target differs by the type of trading
system (computerized trading vs. high-frequency trading). Machines using high frequency algorithmic trading technique
must synchronize to within ±100 microseconds of UTC. All other computerized trading systems must be synchronized to
within ±1 millisecond of UTC. (RTS Annex Table 1)

Timestamp Granularity
Timestamps must be recorded to specified precision for the type of trading system (computerized trading vs. high-
frequency trading). Machines using High frequency algorithmic trading technique must have a timestamp precision of at
least 1 microsecond. Note that does not mean clocks must be synchronized to microsecond accuracy, but that the number
of decimal places used in measuring/recording the timestamps shows the data in microseconds. All other computerized
trading systems must record timestamps with at least 1 millisecond precision. (RTS Annex Table 2)

UTC Traceability
Timestamps must be documented as traceable to UTC.

"Operators of trading venues and their members or participants shall establish a system of traceability to
UTC. They shall be able to demonstrate traceability to UTC by documenting the system design, functioning
and specifications. They shall be able to identify the exact point at which a timestamp is applied and
demonstrate that the point within the system where the timestamp is applied remains consistent. Reviews of
the compliance with this Regulation of the traceability system shall be conducted at least once a year."

How to use Domain Time II to comply with MiFID II time sync regulations.
You can easily meet or exceed the MiFID II requirements by using Domain Time II Servers, Clients, Manager, and Audit
Server components to synchronize, measure, and document your time synchronization.

UTC Reference Time
All Domain Time components can be set to use UTC time sources, either for time synchronzation or to use as reference
time for accuracy measurements. How to do so specifically depends somewhat on your chosen time distribution hierarchy.
In general, it's best to have at least one satellite-synchronized hardware time appliance (GPS, GNSS, etc.) on premises to
use as your top-level UTC source. This device may serve NTP and/or PTP protocols.



You may use the distributed domain hierarchy common with NTP or DT2 protocols (i.e. UTC hardware clock -> Domain
Time Server(s) -> Domain Time Clients) or a flat-hierarchy such as used by PTP (all Clients/Servers connect directly to
the UTC hardware clock). In either case, Domain Time components will log all transactions showing their time source,
so you have direct traceability to UTC for time synchronization.

In addition, Domain Time Manager (and by extension, Audit Server) can be set to use UTC sources as the reference
clock for all time delta measurements, alerting, and time auditing so you can use and create documentation of
synchronization showing UTC traceability. Domain Time Manager/Audit Server can monitor, audit, and retain time
synchronization records from Windows, Linux, PTP devices, and more.

Maximum divergence from UTC
As indicated, the regulations require different levels of time synchronization accuracy depending on your trading
application.

High-frequency algorithmic trading systems
These systems must be synchronized within ±100 microseconds of UTC. Although recent versions of Windows
(2012/Win8/2016/Win10 and later) may be able to achieve this accuracy on well-provisioned modern hardware using
only NTP, the most practical way to achieve this level of accuracy (and the only way on Vista, 2008, 2008r2, or Win7
systems) is to use PTP (IEEE1588-2008/2019). See the PTP documentation on how to configure Domain Time for PTP
synchronization. Follow the instructions there carefully to achieve maximum accuracy.

Other computerized trading systems
These systems must be synchronized within ±1 millisecond of UTC. This is easily achievable on any version of
Windows using the NTP, DT2, or PTP protocols. Use these recommended settings:

If using a distributed hierarchy (UTC clock -> Domain Time Server(s) -> Domain Time Clients), use at least 3
time sources on your top-level Servers (or, if only one UTC source is available, set to sample it 3 times)
Use a fixed synchronization rate of at least 1 per minute on all your Servers and Clients

Timestamp Granularity
All Domain Time components are capable of hectonanosecond precision internally (that's one more decimal point of
accuracy beyond the required 1 microsecond precision).

Domain Time Server and Client record all time transactions in hectonanoseconds. Domain Time Manager and Audit
Server can also record time deltas, measurements, and audit data in up to hectonanosecond precision. The level of
precision is configurable on Manager's Options -> Appearance and Interface -> Format Options menu page. Use the
Significant digits to show: dropdown to select Microseconds.

Reading the Windows local clock in high precision from your application
Note that although both Domain Time and the operating system internally keep time to hectonanosecond precision, the
normal Windows clock API GetSystemTimeAsFiletime only provides time to a best-case precision of 1 millisecond.

If your version of Windows is XP, 2003, Vista, 2008, or Win7, you will need to use a .dll from the Domain Time
Software Development Kit (SDK) in order to read the system clock in the required microsecond precision for HFT
systems. The SDK can be obtained from Greyware Automation Products, Inc.

For OS versions Win8, 2012, 2012r2, Win10, 2016 or later, you may use the built-in
GetSystemTimePreciseAsFileTime API.

UTC Traceability
As mentioned above, you may configure Domain Time to obtain its time from UTC sources, and Domain Time Manager
and Audit Server can also be configured to use UTC as the reference clock for all all measurement and auditing purposes.

This information is maintained in all audit records and synchronization logs collected by Audit Server. Using this
information, you may easily demonstrate the synchronization status and UTC provenance of any machine at any
historical point.



You may use this information as part of your documentation in demonstrating design and compliance.

References
Final Report - Guidelines on transaction reporting, order record keeping and clock synchronisation under MiFID II
ESMA draft Technical Standards submitted to the European Commission on 28 September 2015 (ESMA/2015/1464) 
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(ESMA/2015/1909)
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accuracy of any reading or interpretation thereof. No warranty is made or implied regarding the usefulness or suitability of this 
information for a particular purpose. Further, Greyware Automation Products, Inc. is not liable for any damages, real or 
consequential, arising from use of this information.



Domain Time II 
Version 5.2Upgrading from previous versions

Information about upgrading to Domain Time II 5.2 from a previous version or from other time software.

Note: Please review the version 5.2 System Requirements and Changelogs carefully.
They contain critical information you will need to successfully upgrade and use Domain Time II v5.2.

Upgrading from Domain Time 1.x (DT1)
If you are upgrading an existing Domain Time 1.x installation to 5.2, upgrade your PDC first, then any DCs, then finally any
clients. This will ensure that all down-level machines continue working while the upgrade is in progress. Don't forget that you
can install or upgrade over the network. See the Rolling Out Domain Time II page for instructions on performing remote
upgrades.

Upgrading from Domain Time II, versions 2.1 or later

IMPORTANT: If you are upgrading from version 4.x, be sure to read the 4.x to 5.x Considerations page

In general, Domain Time II Version 2.1 and later Servers and Clients are completely interoperable (with the exceptions
noted below), see below), so you can upgrade any machine at any time without disturbing the program's operation.

For best results, however, you should upgrade in this order:

Manager (and Audit Server, if installed)
Master Server
Slave Servers
Any other Domain Time Server
Clients

We recommend using the Domain Time II Manager to easily upgrade all your existing machines. Manager
can investigate your network, automatically upgrade all your existing Domain Time machines, and provide
a list of other machines that need to be upgraded manually. See the Network Rollout page for instructions
on performing remote upgrades.

Upgrades are available using the following methods:

Download the latest upgrade patch file from our website.
Contact us to obtain the new distribution files on physical media.

Potential incompatibilities:
Items that may cause issues when interoperating with older versions of Domain Time II Versions:

Servers prior to build 2.5.b.20030212 cannot provide the Domain Time II TCP protocol.
Only version 3.1 and later Clients can understand DT2 Broadcasts that include timestamps ("Heartbeats (with
Data)").
As of v5.1, Domain Time uses both TCP and UDP port 9909 (DT2) for basic operations. Firewalls will need to pass
both types of DT2 traffic, even if NTP (port 123 UDP) is actually being used to synchronize the time.
Masters and Slaves from versions prior to v5.x will interoperate with newer Master and Slaves, but will not replicate
security parameters or other advanced v5.x (or later) information.
The Foreign Slave function of Masters and Slaves has been deprecated as of v5.1. Any older Servers set as
Foreign Slaves will need to be re-configured to get their time explicitly from v5.1 or later Masters.
v5.1 or later Clients have stricter requirements for assigning time servers using DHCP Time Server Options than do
older versions, and may interpret existing DHCP settings differently. See the Discovery Options section of the



Client's Obtain the Time page for details.
v5.1 or later Clients only use the DT2 and/or NTP time protocols to obtain the time. v5.1 or later Servers provide
obsolete protocols such as TIME/ITP, Daytime, etc. for compatibility with other devices, but newer Domain Time
Clients cannot use them.
Proxy support for obtaining time using the DT2 over HTTP protocol through firewalls has been deprecated as of
v5.1. Any existing proxy connections on older versions will need to be converted to direct-to-IP-port connections
after upgrade.
v5.x or later Clients are only able to match an older Server's timezone if the Server is configured to "Recommend
timings to clients that ask for guidelines" (found on the Client Timings page). v5.1 or later Servers will also need to
enable the "Allow client's to match this server's timezone" checkbox on the Recommendations property page.
As of v5.1, Audit Server requires both Domain Time II Server and Domain Time II Manager be installed on the
local machine before installation/upgrade.
As of v5.1, Windows Time Agent (WTA) is no longer installed automatically along with Server or client. WTA can be
installed manually from the distribution files, if needed.
As of v5.1, Manager cannot install Windows Time Agent (WTA), although it can monitor or remove it. WTA can be
installed manually from the distribution files, if needed.
If you are using SNMP Trap functions, be sure to extract the latest MIB file from Domain Time Server or Client
Control Panel applet after the upgrade and update your Network Management System(s).

Upgrading from other time sync software
You should not install two time sync programs on the same machine. The results of running two time services
simultaneously are unpredictable, and usually not pretty. With the exception of Microsoft's Windows Time Service on Win2k
or later (which Domain Time II handles automatically during installation), you must remove any other time management
program before installing Domain Time. See the removal instructions provided by the manufacturer.

Microsoft's Windows Time service
Domain Time is much more accurate, reliable and easier to maintain than Windows Time, and also provides many
additional important benefits without sacrificing any functions that Windows Time provides.

If you do a fresh install Domain Time Server v5.1 or later on a machine running Windows Time, Domain Time will
automatically disable the Windows Time service (since Server provides all necessary time services). A fresh install of
Domain Time Client will also disable Windows Time, except on Domain Controllers and Cluster Servers, where Windows
Time should be set to run in NoSync mode for compatibility reasons.

If you are upgrading a machine running Domain Time, any existing Windows Time settings will not be changed. You
should manually disable Windows Time on any Domain Time Servers after upgrade. See the Co-existing with the
Windows Time Service page for more details.



Domain Time II 
Version 5.24.x to 5.x Considerations

Please see Changelog for detailed information on all changes and updates. 
Review this page for information on important differences from version 4.x and earlier. 

Domain Time II Verison v5.x introduces significant performance improvements, new features, and other enhancements to
the Domain Time II product line. This document does not cover all of the changes, but it does address important items to be
aware of when installing or upgrading to version v5.x from v4.x.

See the online documentation for more complete information on these items.

Notable changes from version v4.x

Version v5.x only runs on Windows XP and above. Win9x, NT, or Win2000 systems should continue using version v4.x.

The three main types of v4.x Windows Client services (Full Client, Thin Client, and Ultra Thin Client) have been combined
into a single 5.x Domain Time II Client. Existing v4.x Full, Thin, or Ultra Thin Clients will be converted to v5.x Domain Time
Client during upgrade. Existing settings are preserved during the upgrade, so the v5.x Clients will continue to perform the
same functions as the v4.x Clients did. EXCEPTION: The Thin client and Ultra Thin Clients may need to be configured via
the Control Panel Applet if you weren't using the default settings on those Clients.

Note that v4.x Thin and Ultra Thin Clients did not have Control Panel Applets, but the v5.x Client does. You may delete
the domtimec.cpl file from the \System32 folder after installation/upgrade if you do not want the applet to appear.

The v4.x DOMTIME.INI template configuration file is no longer used to determine the installation defaults for Server and
Client. Instead, a standard Windows registry file (dtserver.reg for Server or dtclient.reg for Client) holds all the default
settings.

The new .reg file can be edited in any text editor. The Control Panel's advanced Import/Export page will read or write the
file, making sure that only appropriate entries are loaded or saved. The Import/Export page also checks to make sure the
.reg file is the correct version (v5.x) and type (server or client) for the machine.

v5.x introduces the ability to configure many Client and Server options using Windows Group Policies. The distribution
folder contains an administrative template file (domtime.adm) that you can use to populate objects in your Group Policy
Object Editor. Load the domtime.adm template into the object as a "Computer Configuration" template. See the Microsoft
documentation for details on using Group Policy templates.

The Domain Time Windows Time Agent is no longer installed by default during installation of Domain Time Client or
Server. The "Windows Time" button on the Advanced property page will only operate if the Windows Time Agent is
already present (either from an upgrade from version v4.x or if manually installed from the distribution files).

Version v5.x allows you to disable the Windows Time service entirely in nearly all circumstances, so the additional
configuration options the Agent provides for W32Time are not required.

Masters and Slaves

The master server for any given domain may use the following options for obtaining the time:

use its own clock (not recommended unless you have a third-party hardware device of some kind maintaining the
clock)
use a list of time sources
use the PDC of another domain (by specifying the domain name on the time source setup dialog; the PDC is
looked up dynamically)



Note that option (c) is not a v4.x-style foreign slave relationship; it merely allows the local PDC to easily obtain the
time from another PDC in the forest. The v4.x "foreign slave" relationship where local PDCs would receive slave
synchronization signals and replication settings from the foreign PDC does not exist in v5.x.

Option (c) can also be used by any other server or client, not just the domain master server. Again, using this
option does not make the machine a slave; it merely lets you specify the domain without having to specify the PDC.
When the PDC-emulator role shifts, machines will automatically start using the new PDC-emulator without
additional configuration.

v4.x masters and slaves interoperate with v5.x masters and slaves, but will not replicate security parameters or other v5.x
information.

Clients using DHCP Discovery

Option 004 ("Time Servers") is used only for discovering DT2 servers. If a server is listed in option 004 that doesn't
support DT2 UDP, it will be ignored.

DHCP Option 042 ("NTP Servers") is used to discover both NTP servers and DT2 servers. If a server is listed in option
042, it will be checked for NTP first. If NTP fails, it will be checked for DT2 UDP. If it does not provide time under either of
these two protocols, it will be ignored.

Clients set to match their server's time zone.

v5.x clients will only request timezone information if the server is configured to provide both recommended timings and
timezone info. Clients may use either recommended times or timezone (or both or neither), but it won't ask for the server's
timezone unless the server is also set to provide recommended timings. This is to cut down on the relatively-expensive
timezone calculations needed by both the server and client when sharing timezones. It also reduces unnecessary network
traffic.

Obtaining and Serving the time

Domain Time components, except for test programs, only use DT2, PTP, and NTP protocols for getting the time. "DT2"
includes the entire DT2 family: DT2 over UDP, DT2 over TCP, and DT2 over HTTP. All versions of NTP (1-4) are
supported. Only version 2 (IEEE1588-2008/2019) of PTP is supported. Domain Time II Server can become a master PTP
server, but normally operates as a slave, since software-based PTP lacks the accuracy of a proper PTP appliance.
Domain Time II Client can only operate as a PTP slave.

Other time protocols (TIME/ITP, Daytime, etc.) are of insufficient resolution for good timekeeping, and are therefore not
used for obtaining the time on v5.x. Server continues to provide them, primarily to service legacy devices.

HTTP proxy servers are no longer supported for getting the time via Domain Time over HTTP. You must have a direct
connection in order to use this protocol. You may specify a non-standard port number by appending a colon and port to
the server's name (e.g. timeserver.mynet.com:91). You may also specify the port in the port number field when editing a
time source.

You are no longer limited to four time sources and you may make multiple requests (samples) of each time source, with a
configurable delay between samples.

Time sample analysis is much more sophisticated than in version v4.x. Sample averaging and analysis is automatic based
on how many servers (and how many samples per server) you select. Averaging is enabled by default, but you may turn it
off. You may have multiple samples per server with or without using averaging (the multiple samples will go through the
same statistical analysis as if they were individual samples from multiple servers).

Symmetric Key Authentication

Version v5.x supports symmetric authentication (MD5 hash of shared secrets). This type of authentication works between



Domain Time v5.x servers and clients, or between Domain Time and any properly-configured NTP v3.x or higher daemon
(such as ntpd or xntp on UNIX/Linux machines, hardware GPS clocks, etc.).

Domain Time server supports serving time with symmetric authentication for client-server requests on NTP, DT2-UDP,
DT2-TCP, and DT2-HTTP. Domain Time server also supports broadcasting (both NTP and DT2-UDP) with a shared key
and MD5 hash. Clients configured with the same key validate the sending server by comparing the computed hash.

Slaves automatically replicate shared secrets from their Master. Masters, Independent Servers and Clients must be
provided with a shared secrets list, either by manually entering them into the Control Panel applet, by being upgraded,
importing a Domain Time v5.x configuration .reg file, or importing/exporting a standard ntp.keys file. Clients running on
domain member machines may also receive their shared secrets from a Windows Group policy.

Interaction with Windows Time (W32Time)

Windows Time clients using NT5DS mode (the default) search the Active Directory hierarchy to find a server. They send a
request for the time using their machine RID as the authentication key, and expect the returned timestamp to be
authenticated by the server. Only a DC in the client machine's domain can provide this type of authentication.

Domain Time v4.x Servers provided for Windows Time clients by setting the W32Time service's client portion to "NoSync"
mode and allowing the W32Time service's server portion to serve NTP directly. Although the quality of the timestamps
provided by W32Time is significantly degraded, this approach allowed the DC running Domain Time to continue serving
Windows Time clients. This workaround is no longer necessary.

Domain Time v5.x provides integrated Windows authentication natively for both NTP and DT2 protocols. This means that
W32Time clients in NT5DS-mode can get their time directly from any Domain Time II Server running on a DC, exactly as if
getting the time from the Windows Time Service on that DC.

Additionally, Domain Time v5.x clients can use the same Windows authentication model to obtain NTP time from DCs
running either the Windows Time service or Domain Time.

Windows authentication only works on domain member machines. The machine on which the client is running must be
joined to the domain (or the forest) from which it gets the time. Windows authentication is automatic; no configuration is
necessary. NOTE: While the domain member getting the time may be any kind of machine, the domain member providing
the time must be a DC. Only a DC can validate the request. Other servers will not know the shared secrets.

W32Time in NT5DS-mode has distinct disadvantages:

The W32Time NTP Server is inaccurate, so even if the DC's clock itself is well-synchronized, the time being served
may not be.

Other ntp clients (such as ntpd or xntp) cannot synchronize with it.

Domain Time's NTP Server has none of these disadvantages. It can provide standard NTP (with or without NTP auth) at
the same time it provides NT5DS-mode timestamps, and all at extreme accuracy.

It is therefore highly recommended you install Domain Time II v5.x Server on all DCs. You can install Domain Time v5.x
Clients on a DC, but you will then need to enable W32Time in "NoSync" mode to provide NT5DS-mode.

Recommended settings:

For v5.x Server on a DC:

Verify that the "NTP Server Enabled" checkbox is checked on the Domain Time II Server "Serve the Time" property
page AND

the "Windows Time mode" dropdown on the "Advanced" property page is set to "Disabled"



For v5.x Client on a DC:

The "Windows Time mode" dropdown on the "Advanced" property page should be set to "NoSync"

Reliable Time Provider

DcDiag and other tools sometimes expect the Windows Time service to be running, even if it's not actually doing anything.
This error may be safely ignored as long as your DC is advertising as a time source. You can check your domain using
our supplied tool ntpcheck.exe. Use ntpcheck -ad to check the domain for all types of advertised time sources, and
then test each source.

Starting with v5.x, Domain Time Server, when installed on a DC, sets the system flags to indicate the machine is serving
time and is a reliable time source. The DsGetDcName() function will report Domain Time Server v5.x machines on DCs as
both time servers and reliable time sources. Domain Time Server on a non-DC will not change the existing system flags.

You may override this behavior by editing the registry. In HKEY_LOCAL_MACHINE\Software\Greyware\Domain Time
Server\Parameters, edit (or create) a REG_SZ (string) value called "Set Reliable Time Provider" and set its value to either
"True" or "False" (the English words, without the quotation marks). If this value is present and set to True, Domain Time
Server will set the two flags even if it is not running on a DC. This configuration has no meaning for Active Directory, since
only DCs are examined for the flags. Other tools, however, may benefit from knowing that a reliable time source is
present. If this value is present and set to False, then Domain Time Server will not change the flags.

Cluster Service

The Windows Cluster has a default startup dependency on W32Time. It does not require the time service for any other
purpose. Thus, the simple recommendation for installing Domain Time on clusters is to set W32Time to NoSync mode,
which allows the service to be running to satisfy the startup dependency, but allows Domain Time to set the clock.

However, you may replace the cluster's startup dependency if you want. After installing Domain Time Client or Server, you
can edit the "DependOnService" value in the HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\clussvc key
to replace "W32Time" with "Domain Time Client" (or "Domain Time Server"). The cluster service will then wait until
Domain Time has started before starting. You can then set the "Windows Time" setting on the Domain Time applet to
Disabled.

Network considerations

Domain Time now uses both TCP and UDP port 9909 (DT2) for basic operations. Firewalls will need to pass both types of
DT2 traffic, even if NTP (port 123 UDP) is actually being used to synchronize the time.

Version v5.x can use either IPv4 or IPv6 (or both) for obtaining and serving the time. IPv6 requires operating system
support, which is present by default in Vista or above, but must be specifically installed/enabled on XP. Domain Time will
function in IPv4-only mode if IPv6 is not present. If both are present, you may choose which to use, or let the system
figure it out (see the Network property page on the Server or Client Control Panel applet).

Version v5.x does not use the MS Networking "browse list" for primary machine discovery. Functions that formerly only
used the browse list now use various methods of automatic discovery and configuration, including broadcast, multicast,
and Active Directory enumeration via LDAP. The Browse list remains available as an additional secondary discovery
method on some components

Broadcasts and Multicasts

Previous versions of Domain Time depended on directed broadcasts to discover or signal machines on remote subnets.
Multicasting is now preferred for signals that are sent to other subnets. Broadcasts are still used on the local subnet,
primarily for automatic client/server discovery or signaling of advisories and cascades (see below). Some Domain Time
components (such as Monitor and Audit Server) may still allow directed broadcasts for backwards-compatibility, but this is
discouraged.



The "Broadcasts and Multicasts" property page on the Server or Client Control Panel applet shows the addresses and
hop-count/TTL used for broadcasts and multicasts. These values pertain to the following functions:

Server uses them to send cascades and advisories
Server uses them as the listen addresses for IPv4 and IPv6 multicast requests
Server uses them to send broadcast/multicast time (DT2 heartbeats and NTP time)
Tools that don't have their own settings (for example, dtcheck.exe) use them for discovery and testing. Clients use them
to discover DT2 and NTP sources Clients use them as the listen addresses for IPv4 and IPv6 multicast requests

If you are trying to control overall broadcasting and multicasting, it is better to enable or disable the particular functions
that use the addresses (such as on the Serve the Time property page) rather than disabling them on the Broadcasts
and Multicasts page. Enabling or disabling on the Broadcasts and Multicasts page can have unintended consequences
-- you may be trying to keep clients from sending multicasts for discovery, but end up preventing servers from
communicating with their peers.

Note: NTP time broadcasts/multicasts

In order for Domain Time to send or receive NTP time broadcasts or multicasts, the Domain Time service must control the
NTP port (123 UDP). If running Domain Time II Server, the Windows Time service must be disabled (this is the
recommended configuration anyway). If running Client, the W32Time service must either be disabled (preferred) or set to
NoSync mode.

Cascades and Advisories

Cascade signals are use to keep the hierarchy in sync when a server sets its clock. v5.x cascade signals may be unicast,
broadcast, or multicast (any combination). Each server has its own settings for whether or not it sends cascades, and if
so, what type. Server can send broadcast IPv4 only, multicast IPv6 only, multicast IPv4 only, or any combination. IPv4
broadcasts are sent to 255.255.255.255. This is not configurable. If you need cascades to cross routers, you must use
IPv4 or IPv6 multicast instead.

Clock Control

Domain Time v5.x includes significant improvements and optimization of all timekeeping functions to maximize the
accuracy and precision of clock synchronization and timestamps. The default timing settings are usually sufficient to
obtain superior synchronization on most systems.

However, in order to provide for tuning to achieve maximum accuracy (and to deal with the occasional poor-performing
clock), v5.x exposes or adds a large number of advanced clock control options. See the online documentation for details.

Leap Seconds

The Windows family of operating systems does not support leap seconds natively. Leap seconds are simply unexpected
one-second corrections as far as the operating system is concerned.

Version 4.x of Domain Time applied leap seconds at the first timecheck following the leap, discovering its time was off by
one second, and performing a correction. Version 5.x applies leap seconds at 23:59:59 UTC on the last day of the month
in which the leap is scheduled. You may disable the new behavior by unchecking the "Enable advance scheduling of leap
second corrections" checkbox on the Advanced tab of the Control Panel applet, but we recommend you leave it enabled,
since the leap second specification requires that all clocks everywhere in the world should change at exactly the same
time (UTC), regardless of time zone or physical location.

Domain Time acquires pending leap second information from NTP, PTP, or other GPS-derived time sources. Once leap
second information is acquired, Domain Time Server will advertise the leap second when it serves NTP, PTP, or any of
the DT2 protocols. In order for Domain Time to acquire, schedule, and advertise a leap second, all of its queried sources
must agree that a leap is pending. If the sources disagree, then the leap will be handled at the next timecheck after it



occurs, and a warning notice that the leap indicators are inconsistent will be placed in the log. GPS-derived time sources
acquire knowledge of a pending leap second from satellites well in advance of the event, but each manufacturer is free to
decide how long in advance to pass this information to their clients. Most start advertising a pending leap second between
1 and 24 hours prior to the event, although some will advertise it days early, and some (broken) servers will continue to
advertise it for some time after the event has occurred. Since leap seconds are to be applied at 23:59:59 UTC on the last
day of the month, it doesn't matter if the event is advertised early. However, Domain Time has protection built in to prevent
another leap second being scheduled for the following month if a broken source continues to advertise after the event.

Pending leap information is queried with each timecheck, and maintained only while the Domain Time service is running.
Restarting the Domain Time service will clear any pending leap second corrections. If the leap is still pending when the
Domain Time service is restarted, it will be rescheduled for the appropriate time. If the leap occurs while the Domain Time
service is stopped, the leap will be applied at the first timecheck after startup. Domain Time also acquires and remembers
the current TAI-UTC offset (only available from PTP sources), and this information (if ever acquired) is automatically
updated after the application of a leap second.

Clock Corrections vs. Alignments

Domain Time can correct the clock either by "stepping" (immediately changing the time) or "slewing" (changing the time
slowly). Stepping and slewing only operate on variances of 1 millisecond or more.

Variances of less than 1 millisecond are "aligned," which is a process very similar to slewing. Aligning involves temporarily
speeding up or slowing down the computer to make it match the time source more closely. Sub-millisecond alignments
are NOT considered corrections, and will not show as corrections in Audit Server, Domain Time statistics, or the drift
graph. Variances of less than 1 millisecond will be reported as zero milliseconds, except in the log file.

If your machine is stepped, the log file will say "Local clock stepped" (followed by details on which direction, by how much,
and the protocol used to obtain the time.

If your machine is slewed, the log file will say "Local clock slewed" (followed by the same details as for stepping).

If your machine is aligned, the log file will say "Local clock aligned" (followed by the same details as for stepping or
slewing).

Alignments happen automatically as long as slewing is enabled. The only important thing to remember about alignments
is that they are not reported as clock corrections.

Never Step

By default, Domain Time will step corrections too large to slew (or if slewing in that direction is disabled), and will also step
the very first correction after rebooting. In v4.x, you could change this behavior by enabling the "Never Step Clock" option.
In v4.x, "Never Step" really meant "Do not step except on first boot or when triggered by an administrator," which was a bit
confusing.

In v5.x, if Never Step Clock is enabled, Domain Time really will never step the clock. The slew limits and direction
permissions are not overridden by triggers, the Control Panel applet, or reboot detection. As a result, if you have Never
Step Clock enabled, you will probably have to set the clock manually after every boot to get the time within range to begin
slewing.

To provide greater control of the stepping process, v5.x introduces the "Allow Stepping" setting. Allow Stepping is a
bitmask of reasons to allow stepping. If your v4.x machine had Never Step specified in the registry, the value will be
translated to an Allow Stepping value of zero when upgrading to v5.x. In all cases, stepping will only be applied if slewing
is disabled or cannot correct the variance.

Wait for first synch

Some third-party time-sensitive applications or services are set to auto-start when the machine boots, but may need to



have the clock synchronized before providing services. Recall that the CMOS clock chip may be wildly inaccurate, and
therefore the first synchronization after boot is normally treated specially, allowing jumps in time either backward or
forward.

NOTE: Setting your service to have a dependency on Domain Time is not sufficient, because this will only make your
service wait until Domain Time is running. Service startup dependencies don't have any way to check to see if Domain
Time has finished synchronizing the clock after starting.

v5.x Servers and Clients export a Win32 named event your processes can monitor to determine when the clock is
synchronized. If the event is unsignalled, Doman Time could not synchronize the clock (or has not synchronized it yet). If
the event is signalled, Domain Time has successfully synchronized the clock at least once since the service started.

To monitor this event in your own application or service, use the Win32 API OpenEvent to obtain a handle to
"Global\domtime-sync-status-synchronized" (case-sensitive), and then use any of the Win32 wait functions. For example,

     DWORD WaitForSync()
     {
      HANDLE hHandle = OpenEvent(STANDARD_RIGHTS_READ | SYNCHRONIZE,

FALSE,
"Global\\domtime-sync-status-synchronized");

      if (hHandle == NULL) return GetLastError();
      WaitForSingleObject(hHandle,INFINITE);
      CloseHandle(hHandle);
      return NO_ERROR;
     }

The code snippet above tries to open the named event. If unsuccessful, it will return the error code. Otherwise, it will wait
for the event to become signalled. If the event is already signalled, the wait will complete immediately. As soon as the
event becomes signalled, the snippet closes the handle and returns NO_ERROR to let you know that Domain Time has
successfully synchronized the clock.

In your own code, you probably want to include more error checking, and allow for a timeout in case Domain Time isn't
running or never manages to synchronize the clock.

Other Items

New command-line option on DTServer and DTClient

v5.x adds a command-line option "-reset" or "-re". This option is useful only when combined with the upgrade option "-
upgrade" or "-u" -- if specified, the upgrade will read the initialization .reg file as with a fresh install (i.e., overwriting any
existing values). If not specified, upgrade will leave any existing values intact, other than necessary housekeeping to
convert values to the current version's format.

Service Status Monitor protocol

Version v4.x supported the service status monitor, but it was an undocumented feature used by only a few OEM
customers. Version v5.x supports the same protocol unchanged, but exposes it on the Control Panel applet for easier
configuration.

The service status monitor is a simple TCP/IP listener to which your own programs can connect to check the status of the
Domain Time service. By default, it supports both UDP and TCP on port 9911.

For UDP, use sendto to send an empty (zero length) packet to the target port and then use recvfrom to get the reply. For
TCP, use connect and then recv (you do not need to send any data). The service status monitor will reply to either



connection with a single text line (CRLF terminated) indicating the status and version.

Audit Server autodiscovery of Linux domtimed clients

Older Linux clients do not send their serial number with a time request, so Domain Time Server does not record them 
when they get time, and Audit Server does not know of them by examining the ephemera data. Upgrade to the newest 
Linux client if you need Audit Server to discover your Linux machines automatically.

DTRCPL (DT Remote CPL program)

The x64 version will run only on x64 systems, and can control either x64 or x86 remote systems. The x86 version will run 
only on x86 systems, but can control either x64 or x86 remote systems. If the architectures of the local system and the 
remote system match (both x86 or both x64), then DTRCPL will try to load the CPL installed in the remote system32 folder 
(in case it happens to be an older or newer version of the CPL). If the architectures do not match, or if the CPL was not 
found on the remote system, DTRCPL will look in the local system32 folder and the Manager folder (if Manager is 
installed) to find the appropriate CPL.

DTSLEW

This program may produce less precise results on Vista/2008/Win7 than it does on NT4/XP/2003 or on newer operating 
systems. If the imprecision shows, it is only with very small corrections (milliseconds or seconds) over large periods of time 
(minutes or hours). This is a known limitation arising from Microsoft's virtualization of the timing scheme on those operating 
systems.

Domain Time II Manager

When performing a remote upgrade of a software component using Manager, the selected template .reg file's contents do
not replace the existing registry contents on the target machine. Only settings present in the .reg file that do not exist in
the registry will be added. Existing registry values will be unchanged.

During remote installation, or during Reset Configuration of a software component from Manager, the contents of the .reg
file will be added to the target machine's registry, overwriting any matching values already present. Values present in the
registry but absent from the reg file will not be deleted (unless the reg file contains delete instructions for values or keys).

Manager's Reset Configuration procedure doesn't touch the dtserver.reg or dtclient.reg installation defaults files on the
target machine; it creates a dtupdate.reg file instead, which the service then imports and renames.
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Domain Time II components can be installed on individual machines using the Setup program detailed below. If you've
purchased a Domain Time II package that includes Manager, the recommended procedure to easily install Domain Time on
multiple machines is detailed on the Network Rollout page. You may also install some components using the command-line
interface.

Several Domain Time II components for Windows (Server, Client, Management Tools, Windows Time Agent, etc.) can be
obtained ala carte, in which case they each come with their own installation package. If you need to install a component
separately, click a link below to jump directly to its own installation instructions page:

  Server
  Client
  Manager (Management Tools)
  Audit Server

  Windows Time Agent
  LMCheck
  Software Development Kit (SDK)

IMPORTANT: If you will be installing Domain Time II onto machines with AMD processors, we highly
recommend you update your processor drivers (a.k.a. PowerNow!) to the current version for your operating
system available from AMD's website to avoid known hardware timing issues. Please see this article from our
knowledgebase for more info: KB2007.817.

Distribution Files
If you downloaded your Domain Time II distribution files, they came compressed as either a .ZIP or a self-extracting .EXE
file. Make a new, blank folder on the machine on which you will be installing and copy the distribution file(s) to it. Note: Do
not use a temp folder that has other files in it - they can cause conflicts with the file extraction or installation.

Run the .EXE file (if that's what you downloaded) or use an unzip utility to extract the contents of the .ZIP file into this
blank folder. Be sure to tell your unzip program to extract using the original folder names option so that files will be
extracted into the correct folders.

If you received Domain Time II on physical media (such as a CD), the files will already be in uncompressed format and
you can run the Setup program directly from the media.

To 32-bit or not 32-bit?
Domain Time II programs come in either 32-bit or 64-bit versions. The 32-bit files are found in the /i386 folder of the
distribution; the 64-bit version are in the /amd64 folder. The Setup program located in the root folder of the distribution will
detect and install the correct version for the machine on which you are installing.

There are also setup programs located in both the /i386 and /AMD64 subfolders. Running those setup programs will run
and install only on their own version (i.e. the /AMD64/SETUP.EXE program will only run on 64-bit systems). Although
the 32-bit version of Domain Time programs may run on 64-bit systems, you should always install the 64-bit version on
64-bit systems (and vice versa).

Using the Setup Program
To start Setup, click on the SETUP.EXE program in root folder of the distribution files.



The Domain Time II Setup Program   [Click for larger size]

Installing Components
Setup will allow you to install any Domain Time component included in your distribution files.

If your distribution files include the Management Tools, install it first. You can then use Domain Time II Manager to
install Domain Time II components to any other machines on your network (see the Network Rollout page for details.

Upgrading Components
Setup will also assist you in upgrading Domain Time II from previous versions. If you're running an earlier version of
Domain Time, the setup program will offer to upgrade it for you.

If you have Management Tools installed, upgrade it first. Then use Manager to upgrade other machines on your
network (see the Network Rollout page for details.

Removing Components
Domain Time II components can also be removed using the Setup program. Run the Setup program, and if it finds
Domain Time software is installed, you'll have the option to remove it.

Notes:

As of Version 5.2.b.20150828, Setup includes the  Auto-Manage Windows Firewall checkbox.
When checked, components you install will have their automatic management of the Windows Firewall
features enabled to allow access to the required time protocol and control ports. See Auto-Manage
Windows Firewall Settings for detailed information.

Most Domain Time II components can be installed, upgraded, or removed from the command-line as
well. See the Command-line Setup Options page for details.

To avoid required reboots or failed upgrades/removals, be sure all Domain Time programs, utilities, and
control panels are closed before running Setup.

Setup.exe cannot remove the Management Tools if it is run from the \Program Files\Domain Time
II directory. Copy the initial distribution files to a blank folder and run Setup from there.

If you use cloned OS images to install machines, please read this article from our knowledgebase about
configuring Domain Time II properly for your clone image.
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Most Domain Time II components can be installed or removed from the command-line, including on remote machines. If you
prefer to write your own batch files, or want to install/remove individual components manually, you can use the command-line
parameters.

Select Program
Pick the program you're interested in from the drop-down list, then click the "Select" button to see the
command-line parameters for that program:

Domain Time II Client

Client Command-line Options:

dtclient.exe [ directive ] [ options ] [ \\targetmachine ]

If no command-line parameters are provided, the program will display a dialog box that lets you choose whether to install,
upgrade, or remove the program.

Command line parameters can be provided with either a leading dash or leading forward slash. Slashes are shown below.
Parameters can usually be abbreviated to the first letter of the command. For example, you can use /install, /i, -
install, or -i to specify the install directive.

Directives:
Specify one of these directives to install, remove, upgrade, or display version information:

dtclient.exe /version - displays version information
dtclient.exe /install - installs the program
dtclient.exe /remove - removes the program
dtclient.exe /upgrade - installs the program, upgrading if necessary

Options:
The following options may be added to any directive:

Example: dtclient.exe -install -nocpl -vq
Installs the program without showing the control panel applet or any confirmation messages.

-noack

Suppresses confirmation questions and successful completion notices (but not error messages).

-nocpl

Does not start the control panel applet after installation.

-quiet or -q
Suppresses confirmation questions, successful completion notices, and the progress bar. -quiet implies -noack. Like -
noack, -quiet will not suppress error messages.

-veryquiet or -vq
Suppresses all messages during installation or removal.

-reset or -re
Reloads the DTCLIENT.REG default settings template file (overwriting any existing values). This option may only be used
with the /upgrade directive.



Settings Templates:
The Domain Time Client and Server installation routines use template files to configure most of the default
settings of the component. These files are simply modified registry settings files (.reg) in REGEDIT4
format. You may use the included default settings .reg files or, as of version 5.2.b.20180303, you may
specify custom files of your own.

The .reg files containing the manufacturer's default settings for Server and Client are located in the
installation folders (i.e. \i386 or \amd64) for each component (DTSERVER.REG for Server,
DTCLIENT.REG for Client). If you decide to modify these files to change the overall defaults, be sure to
make a backup copy so you can revert if necessary.

To specify a custom template, copy your custom .reg file to the installation folders (both /i386 and /amd64)
and add this directive to your command line:

-template=TemplateFilename.reg

IMPORTANT: A number of registry settings on a running Domain Time system are machine-
specific, and are likely to cause problems if directly copied into another machine's registry.
You should not simply export the HKLM\SOFTWARE\Greyware\Domain Time Client
key and apply it to other systems. Files exported using Windows Registry Editor in registry
formats than REGEDIT4 may not even import correctly. Rather, use the Import/Export
function to export a .reg template. Alternately, you may use the PrepClone feature of the
DTCheck utility to prepare a machine before exporting the key (see this KB article).

Suppress Shortcuts
You may opt to suppress creation of the Domain Time shortcuts in the All-Users startup menu. This is controlled through a
registry setting. Add the following REG_SZ (String) key if it does not exist. The value may be True or False.

HKLM\Software\Greyware\Domain Time Client\Parameters\SuppressShortcuts

If you are editing the installation template, locate the Parameters section and add a new entry if it doesn't already exist:

"SuppressShortcuts"="True"

This will prevent the shortcuts from ever being created. If you want to remove the shortcuts from a previous installation,
edit the registry and add (or edit) the REG_SZ (String) value named SuppressShortcuts and set its value to True. When
the service restarts, it will remove the shortcuts.

Target Machine:
You may optionally specify a remote target machine (machine where the install, removal, or upgrade is to take place).

Targets are specified by the Windows Networking computer name, also known as the NetBIOS name. You may also use
the target machine's IP address or fully-qualified DNS name instead of the NetBIOS name, as long as your WINS and
DNS subsystems are functioning correctly.

You may combine any directive and option with the target machine. Below are some examples:

dtclient.exe -install -noack \\fred - installs the service, showing the progress bar but not any confirmation
questions or success messages, to the machine named \\fred

dtclient.exe -remove \\barney - removes the service from the machine \\barney and displays both a progress
bar while working and a confirmation message when the removal has completed successfully.

dtclient.exe -upgrade -quiet \\172.16.240.1 - installs the program, upgrading if necessary, to the
machine with IP address 172.16.240.1, without confirmations or progress bar.

Note: For remote installation or removal using the command-line to work, both the machine you are
working on and the target machine must be running on the same hardware platform (32-bit or 64-bit), and
you must be logged on under an account that has administrative privileges on the target machine.



Domain Time II 
Version 5.2Command-line Options

Most Domain Time II components can be installed or removed from the command-line, including on remote machines. If you
prefer to write your own batch files, or want to install/remove individual components manually, you can use the command-line
parameters.

Select Program
Pick the program you're interested in from the drop-down list, then click the "Select" button to see the
command-line parameters for that program:

Domain Time II Server

Server Command-line Options:

dtserver.exe [ directive ] [ options ] [ \\targetmachine ]

If no command-line parameters are provided, the program will display a dialog box that lets you choose whether to install,
upgrade, or remove the program.

Command line parameters can be provided with either a leading dash or leading forward slash. Slashes are shown below.
Parameters can usually be abbreviated to the first letter of the command. For example, you can use /install, /i, -
install, or -i to specify the install directive.

Directives:
Specify one of these directives to install, remove, upgrade, or display version information:

dtserver.exe /version - displays version information
dtserver.exe /install - installs the program
dtserver.exe /remove - removes the program
dtserver.exe /upgrade - installs the program, upgrading if necessary

Options:
The following options may be added to any directive:

Example: dtserver.exe -install -nocpl -vq
Installs the program without showing the control panel applet or any confirmation messages.

-noack

Suppresses confirmation questions and successful completion notices (but not error messages).

-nocpl

Does not start the control panel applet after installation.

-quiet or -q
Suppresses confirmation questions, successful completion notices, and the progress bar. -quiet implies -noack. Like -
noack, -quiet will not suppress error messages.

-veryquiet or -vq
Suppresses all messages during installation or removal.

-reset or -re
Reloads the DTSERVER.REG default settings template file (overwriting any existing values). This option may only be
used with the /upgrade directive.



Settings Templates:
The Domain Time Client and Server installation routines use template files to configure most of the default
settings of the component. These files are simply modified registry settings files (.reg) in REGEDIT4
format. You may use the included default settings .reg files or, as of version 5.2.b.20180303, you may
specify custom files of your own.

The .reg files containing the manufacturer's default settings for Server and Client are located in the
installation folders (i.e. \i386 or \amd64) for each component (DTSERVER.REG for Server,
DTCLIENT.REG for Client). If you decide to modify these files to change the overall defaults, be sure to
make a backup copy so you can revert if necessary.

To specify a custom template, copy your custom .reg file to the installation folders (both /i386 and /amd64)
and add this directive to your command line:

-template=TemplateFilename.reg

IMPORTANT: A number of registry settings on a running Domain Time system are machine-
specific, and are likely to cause problems if directly copied into another machine's registry.
You should not simply export the HKLM\SOFTWARE\Greyware\Domain Time Server
key and apply it to other systems. Files exported using Windows Registry Editor in registry
formats than REGEDIT4 may not even import correctly. Rather, use the Import/Export
function to export a .reg template. Alternately, you may use the PrepClone feature of the
DTCheck utility to prepare a machine before exporting the key (see this KB article).

Suppress Shortcuts
You may opt to suppress creation of the Domain Time shortcuts in the All-Users startup menu. This is controlled through a
registry setting. Add the following REG_SZ (String) key if it does not exist. The value may be True or False.

HKLM\Software\Greyware\Domain Time Server\Parameters\SuppressShortcuts

If you are editing the installation template, locate the Parameters section and add a new entry if it doesn't already exist:

"SuppressShortcuts"="True"

This will prevent the shortcuts from ever being created. If you want to remove the shortcuts from a previous installation,
edit the registry and add (or edit) the REG_SZ (String) value named SuppressShortcuts and set its value to True. When
the service restarts, it will remove the shortcuts.

Target Machine:
You may optionally specify a remote target machine (machine where the install, removal, or upgrade is to take place).

Targets are specified by the Windows Networking computer name, also known as the NetBIOS name. You may also use
the target machine's IP address or fully-qualified DNS name instead of the NetBIOS name, as long as your WINS and
DNS subsystems are functioning correctly.

You may combine any directive and option with the target machine. Below are some examples:

dtserver.exe -install -noack \\fred - installs the service, showing the progress bar but not any confirmation
questions or success messages, to the machine named \\fred

dtserver.exe -remove \\barney - removes the service from the machine \\barney and displays both a progress
bar while working and a confirmation message when the removal has completed successfully.

dtserver.exe -upgrade -quiet \\172.16.240.1 - installs the program, upgrading if necessary, to the
machine with IP address 172.16.240.1, without confirmations or progress bar.

Note: For remote installation or removal using the command-line to work, both the machine you are
working on and the target machine must be running on the same hardware platform (32-bit or 64-bit), and
you must be logged on under an account that has administrative privileges on the target machine.



Domain Time II 
Version 5.2Command-line Options

Most Domain Time II components can be installed or removed from the command-line, including on remote machines. If you
prefer to write your own batch files, or want to install/remove individual components manually, you can use the command-line
parameters.

Select Program
Pick the program you're interested in from the drop-down list, then click the "Select" button to see the
command-line parameters for that program:

Domain Time II Client

Monitor Service Command-line Options:

dtmonitor.exe [ directive ] [ options ] [ \\targetmachine ]

If no command-line parameters are provided, the program will display a dialog box that lets you choose whether to install,
upgrade, or remove the program.

Command line parameters can be provided with either a leading dash or leading forward slash. Slashes are shown below.
Parameters can usually be abbreviated to the first letter of the command. For example, you can use /install, /i, -
install, or -i to specify the install directive.

Directives:
Specify one of these directives to install, remove, upgrade, or display version information:

dtmonitor.exe /version - displays version information
dtmonitor.exe /install - installs the program
dtmonitor.exe /remove - removes the program
dtmonitor.exe /upgrade - installs the program, upgrading if necessary

Options:
The following options may be added to any directive:

Example: dtmonitor.exe -install -nocpl -vq
Installs the program without showing the control panel applet or any confirmation messages.

-noack

Suppresses confirmation questions and successful completion notices (but not error messages).

-nocpl

Does not start the control panel applet after installation.

-quiet or -q
Suppresses confirmation questions, successful completion notices, and the progress bar. -quiet implies -noack. Like -
noack, -quiet will not suppress error messages.

-veryquiet or -vq
Suppresses all messages during installation or removal.

Target Machine:
You may optionally specify a remote target machine (machine where the install, removal, or upgrade is to take place).

Targets are specified by the Windows Networking computer name, also known as the NetBIOS name. You may also



use the target machine's IP address or fully-qualified DNS name instead of the NetBIOS name, as long as your WINS
and DNS subsystems are functioning correctly.

You may combine any directive and option with the target machine. Below are some examples:

dtmonitor.exe -install -noack \\fred - installs the service, showing the progress bar but not any
confirmation questions or success messages, to the machine named \\fred

dtmonitor.exe -remove \\barney - removes the service from the machine \\barney and displays both a
progress bar while working and a confirmation message when the removal has completed successfully.

dtmonitor.exe -upgrade -quiet \\172.16.240.1 - installs the program, upgrading if necessary, to the
machine with IP address 172.16.240.1, without confirmations or progress bar.

Note: For remote installation or removal using the command-line to work, both the machine you are
working on and the target machine must be running on the same hardware platform (32-bit or 64-bit),
and you must be logged on under an account that has administrative privileges on the target machine.
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Most Domain Time II components can be installed or removed from the command-line, including on remote machines. If you
prefer to write your own batch files, or want to install/remove individual components manually, you can use the command-line
parameters.

Select Program
Pick the program you're interested in from the drop-down list, then click the "Select" button to see the
command-line parameters for that program:

Domain Time II Update Server

Update Server Command-line Options:

dtupdate.exe [ directive ] [ options ]

If no command-line parameters are provided, the program will display a dialog box that lets you choose whether to install,
upgrade, or remove the program.

Command line parameters can be provided with either a leading dash or leading forward slash. Slashes are shown below.
Parameters can usually be abbreviated to the first letter of the command. For example, you can use /install, /i, -
install, or -i to specify the install directive.

Directives:
Specify one of these directives to install, remove, upgrade, or display version information:

dtupdate.exe /version - displays version information
dtupdate.exe /install - installs the program
dtupdate.exe /remove - removes the program
dtupdate.exe /upgrade - installs the program, upgrading if necessary

Options:
The following options may be added to any directive:

Example: dtupdate.exe -install -nocpl -vq
Installs the program without showing the control panel applet or any confirmation messages.

-noack

Suppresses confirmation questions and successful completion notices (but not error messages).

-nocpl

Does not start the control panel applet after installation.

-quiet or -q
Suppresses confirmation questions, successful completion notices, and the progress bar. -quiet implies -noack. Like -
noack, -quiet will not suppress error messages.

-veryquiet or -vq
Suppresses all messages during installation or removal.
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Most Domain Time II components can be installed or removed from the command-line, including on remote machines. If you
prefer to write your own batch files, or want to install/remove individual components manually, you can use the command-line
parameters.

Select Program
Pick the program you're interested in from the drop-down list, then click the "Select" button to see the
command-line parameters for that program:

Domain Time II Client

Audit Server Command-line Options:

dtaudit.exe [ directive ] [ options ] [ \\targetmachine ]

If no command-line parameters are provided, the program will display a dialog box that lets you choose whether to install,
upgrade, or remove the program.

Command line parameters can be provided with either a leading dash or leading forward slash. Slashes are shown below.
Parameters can usually be abbreviated to the first letter of the command. For example, you can use /install, /i, -
install, or -i to specify the install directive.

Directives:
Specify one of these directives to install, remove, upgrade, or display version information:

dtaudit.exe /version - displays version information
dtaudit.exe /install - installs the program
dtaudit.exe /remove - removes the program
dtaudit.exe /upgrade - installs the program, upgrading if necessary

Options:
The following options may be added to any directive:

Example: dtaudit.exe -install -nocpl -vq
Installs the program without showing the control panel applet or any confirmation messages.

-noack

Suppresses confirmation questions and successful completion notices (but not error messages).

-nocpl

Does not start the control panel applet after installation.

-quiet or -q
Suppresses confirmation questions, successful completion notices, and the progress bar. -quiet implies -noack. Like -
noack, -quiet will not suppress error messages.

-veryquiet or -vq
Suppresses all messages during installation or removal.

Target Machine:
You may optionally specify a remote target machine (machine where the install, removal, or upgrade is to take place).

Targets are specified by the Windows Networking computer name, also known as the NetBIOS name. You may also



use the target machine's IP address or fully-qualified DNS name instead of the NetBIOS name, as long as your WINS
and DNS subsystems are functioning correctly.

You may combine any directive and option with the target machine. Below are some examples:

dtaudit.exe -install -noack \\fred - installs the service, showing the progress bar but not any
confirmation questions or success messages, to the machine named \\fred

dtaudit.exe -remove \\barney - removes the service from the machine \\barney and displays both a progress
bar while working and a confirmation message when the removal has completed successfully.

dtaudit.exe -upgrade -quiet \\172.16.240.1 - installs the program, upgrading if necessary, to the
machine with IP address 172.16.240.1, without confirmations or progress bar.

Note: For remote installation or removal using the command-line to work, both the machine you are
working on and the target machine must be running on the same hardware platform (32-bit or 64-bit),
and you must be logged on under an account that has administrative privileges on the target machine.
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You can remotely install, upgrade, configure, or remove Domain Time II components to other machines on your network using
Domain Time II Manager. There's no need to visit individual machines to install or configure them!

You may also easily integrate Domain Time into your existing
package distribution systems or cloned-install routines.
Domain Time Server and Client have a built-in export utility to
create standard Windows Registry files that allow you to
preset your systems with all of your desired configuration
options, while omitting any settings specific to individual
machines.

For setup instructions for use in installer packages, see the
Command-line Options page.
For cloned-machine installation, see this KB article.

Follow these steps to rollout Domain Time to your entire
network:

Carefully review the System Requirements and Planning pages to be sure you understand the basic requirements for
using this version of Domain Time.

Decide on a Recommended Configuration and adapt it to your environment to create a detailed installation plan. You
should follow your organization's standard quality-control procedures for testing and validation of new software (i.e.
using separate test, staging, and production networks).

Verify your environment meets the minimum requirements for performing remote operations using Domain Time
components. In order to be able to install, upgrade, or configure remote machines:

Your network must be a correctly-configured Windows network, i.e. configured with working name resolution (DNS,
WINS, NetBIOS, etc.), correct and functioning Active Directory (if used), working inter-domain trusts, etc.

Your network must pass both UDP and TCP network traffic sent to destination port 9909. Switches and firewalls
must pass this traffic bi-directionally, since traffic will originate either from Manager or the remote machines. Your
network must pass this traffic, regardless of what time protocols are used to actually synchronize the time.

Note: As of Version 5.2.b.20150821, Domain Time supports automatic management of the
Windows Firewall to allow access to the required time protocol and control ports. See Auto-Manage
Windows Firewall Settings for detailed information.

The remote machine must respond to PING requests from the connecting machine.

The connecting Domain Time program, utility, or service must be run using credentials with sufficient privileges to
connect to and write files to the administrative shares on the remote machine using Microsoft Networking (Domain
Admin if the target is a domain member, Local Machine Administrator if the target is in a workgroup).

The Remote Registry Service must be running on the remote systems and its registry keys must be accessible to
the connecting program.

All files from the original distribution for each type of product you want to install (Server, Client, etc.) must be
extracted and present on your connecting machine. Setup copies these to the proper locations in the \Program
Files\Domain Time II folder for you automatically when you install the Management Tools.

Use the Setup  program to install Manager  (Management Tools) on the machine that you want to use as your
Management Workstation.



Since many functions of Domain Time II Manager depend on accurate time calculations, it should always be run on
a physical (not virtual) machine.

If you will be using Audit Server, you should install both Manager and Domain Time II Server on the same machine
you intend to use for Audit Server.

If desired, create template .reg files containing your desired pre-set Server and/or Client settings to use during
installation or upgrades.

Template .reg files are very handy for multiple-machine installations or ensuring that repeated single-machine
installations will be identical. They are also ideal for use with software installation packaging tools (like creating
.MSI packages) or creating cloned images.

You do not have to create template files for simple rollouts or single-machine installations if you would prefer not to.
Simply use Setup or Manager to install the Domain Time Server or Client with the default settings and change the
configuration as needed afterwards.

Here's how to create custom template .reg files:

Use Manager to install Domain Time II Server and/or Domain Time II Client on machines you want to use as
exemplar systems for creating your template(s). Exemplar machines should be comparable to systems you
will actually use in production, if possible.

Use Manager to connect remotely to the Domain Time Control Panel applet on each exemplar machine.
Configure and test them with the exact settings you want your remotely-installed systems to use. Be sure to
verify all of the settings carefully.

Use the exemplar Server and/or Client's Save Settings to File utility (found on the Import/Export property
page of the Control Panel applet) to save the template .reg file into the C:\Program Files\Domain
Time II\Templates\[Server][Client]\ folder of the Domain Time II Manager machine. Template
.reg files located in those folders will automatically be made available for use when installing or upgrading
using Manager.

Note: If you launch the Control Panel applet of your exemplar machine using Manager, the export will
automatically offer to save the .reg file in the proper directory on the Manager machine. Otherwise, you
will have to manually save or copy the file to the Manager machine.

The .reg files containing the manufacturer's default settings for Server and Client are located in the
installation folders (i.e. \i386 or \amd64) for each component (DTSERVER.REG for Server,
DTCLIENT.REG for Client). You should not change these under most circumstances (create new custom
template .reg files instead), however, if you must change the overall defaults, be sure to make a backup
copy so you can revert if necessary.

IMPORTANT: Although .reg files created using this utility are saved in standard Windows registry file
format, it is not equivalent to exporting the registry keys using Windows' RegEdit program. A number
of registry settings on a running Domain Time system are machine-specific, and are likely to cause
problems if directly copied into another machine's registry. Those settings are automatically excluded
when you export using this utility, so you should always use this utility to create a Domain Time .reg
file.

If you will be using Active Directory policies and/or DHCP Server Options to globally set Domain Time settings on
your network, configure them on your domains, then test the results of those settings on your exemplar machines and
a representative sample of other systems on remote subnets before rolling out Domain Time on a broad scale.

Use Manager to complete the detailed Installation Plan for your network, rolling out first to Domain Controllers, other
Servers, and then Clients. See Manager's instructions pages on how to perform batch installation or upgrades on all
of the various machines on your network.
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How to use Active Directory Group Policies to specify Domain Time II settings.

As of version 5.1, certain settings of Domain Time Servers and Clients can be enforced using Windows Group Policies. This
allows an administrator to fully integrate Domain Time into the existing Active Directory structure.

Policies give enormous flexibility and a very fine degree of control over which settings machines should use, even when
managing a large number of systems. Using policies, you can, for example, specify which time servers the workstations in
each of your remote offices will use to obtain their time, while simultaneously specifying different settings for all of your
domain controllers.

Domain Time group policies work the same way as other Group Policies, so your Windows administrators will already be
familiar with how to use them.

Installing the Domain Time Administrative Template file
In order to use Group Policies to configure Domain Time, you must install the DOMTIME.ADM administrative template file into
your desired Group Policy object.

The DOMTIME.ADM template file is located in the Domain Time distribution files (and also in the \Program
Files\Domain Time II folder, if you have installed Domain Time II Manager).

The method for installing Administrative Templates varies slightly among different versions of the operating system.

Note: A full discussion of Group Policies is outside the scope of this document. Always follow Microsoft's
recommendations for installing and using custom Administrative Templates with Group Policies.

You can use the Group Policy Management Console (GPMC) to load the template. GPMC is included with newer versions
of Windows, but it is also available for download for XP/2003 systems. If your system does not have GPMC, you may be
able to use the Group Policy Editor instead.

Here's an example of the template installation process on Windows Server 2008:

Copy the DOMTIME.ADM file into the C:\Windows\Inf folder on a Domain Controller (the DC holding the PDC-
Emulator role is preferred).

Open the Group Policy Management Console, expand the tree to the Group Policy Objects section and
locate (or create) the Group Policy object you want to use to apply Domain Time settings. Right-click the object and
select Edit from the context menu to bring up the Policy Editor.



Expand the tree to find the Computer Configuration\Policies section, highlight Administrative Templates
and right-click it to select Add/Remove Templates... from the context menu.

Click Add to browse for the DOMTIME.ADM file. Select it and close the Add/Remove Templates dialog box.

You'll now see the Domain Time categories listed in your Administrative Templates (on newer operating systems,
they may be listed in the Classic Administrative Templates (ADM) section). Select the Domain Time policy you
want to configure. You may configure settings for Domain Time Client, Server, or both.



Notes:
The Domain Time policy templates contain a subset of commonly-used settings on Client or Server. If you
need to preset settings that are not included in the template, you should use the Import/Export function of
Client and/or Server to create an installation template .reg file and apply it during network rollout/upgrade
of your machines.

Group Policy settings will override any settings made on the local machine.

Once a policy has been applied to the local machine, Domain Time will start using it the next time it restarts
or synchronizes its time.

The  Group Policy applied indicator will appear in the lower-left corner of the Domain Time Control
Panel applet when there are settings on the page that are being overridden by a Group Policy. The settings
controlled by policy may be greyed-out or you may be otherwise prevented from making a change to the
setting.
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How to use DHCP Servers to specify time server addresses to Domain Time Client

Domain Time II Client using automatic discovery mode can be configured to check for the presence of a DHCP server on
the local subnet. If a DHCP server is found, the DHCP options 004 and/or 042 can be examined to provide the IP
address(es) of time servers for the Client to use.

Note: It is not necessary to set the TCP/IP protocol stack to get its IP address from a DHCP server in order
for the Domain Time II Client to get a time server address. The Client uses its own independent inquiry of
the DHCP server to discover the time server options. Therefore DHCP discovery of time servers can be
used on a machine with either a static or a DHCP-assigned IP address.

An automatic Domain Time client with DHCP enabled will broadcast to locate a DHCP Server. Note that DHCP broadcasts
usually do not cross routers.

If DHCP options 004 or 042 are configured, the DHCP server will respond with the IP address of the time server.

The client then uses the IP address provided by the DHCP server to contact and sync with the designated time server, even
across a router.



These are the DHCP options that can be set to provide time server addresses. If enabled, they are examined in the order
listed:

Option 004 ("Time Servers") can contain a list of servers supplying the DT2 protocol. If a server is listed in option 004 that
doesn't support DT2 UDP, it will be ignored.

Note: That this is a change in behavior from Domain Time v4.1, where Option 004 was used to specify servers
providing the TIME/ITP protocol. TIME/ITP service has been deprecated in v5.1 and later Clients.

Option 042 ("NTP Servers") can contain a list of servers supplying either the NTP or DT2 protocol. If a server is listed in
option 042, it will be checked for NTP first. If NTP fails, it will be checked for DT2 UDP. If it does not provide time under
either of these two protocols, it will be ignored.

Note: That this is a change in behavior from Domain Time v4.1, where Option 042 was evaluated for the DT2 protocol
before NTP. The new behavior more accurately reflects the purpose off option 042 (to specify NTP servers) and also
allows administrators to set Clients to prefer NTP. You should now use option 004 if you want to prefer the DT2
protocol.

Use the Client Discovery Options section of the Obtain the Time property page on the Client Control Panel Applet to select
which DHCP options are enabled.

The DHCP Time Server Options and Discovery Order
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How to use Domain Time's auto-management of Windows Firewall settings.

 Be sure to read the Prepare your network to pass the necessary traffic section of the Planning page.

As of Version 5.2.b.20150828, Domain Time supports automatic management of the Windows Firewall to allow access to
the required time protocol and control ports. In prior versions, the administrator either needed to use the DTCheck utility to
open the necessary ports, or needed to manage the firewall manually.

Only the built-in Windows Firewall is supported. If you are using a third-party firewall, you must open the needed ports
yourself and should not use Domain Time's automatic firewall management.

Note: The Windows Firewall can be controlled by Group Policies. Changes made by Domain Time to a
firewall managed by Group Policies will either fail, or only last until the next time Group Policies are
applied, depending on the operating system and your settings.

Necessary Ports
Various services and time protocols require certain ports to be open to operate correctly.

Server needs to have its listening ports opened to allow clients (either Domain Time or other clients) to obtain the time,
and for monitoring and auditing purposes. Server ports include 9909 UDP and 9909 TCP for the DT2 protocol, 123 UDP
for the NTP protocol, a TCP port (normally 80) for DT2-HTTP, 13 UDP and 13 TCP for the Daytime protocol, and 37 UDP
and 37 TCP for the TIME/ITP protocol.

Client needs to have ports 9909 UDP and 9909 TCP opened for monitoring and auditing purposes, and 123 UDP open
for NTP broadcast reception or ntpq-style querying.

Both Server and Client need ports 319 UDP and 320 UDP opened if they are deriving time using IEEE-1588 Precision
Time Protocol (PTP) as a time source. Additionally, if the Service Status Monitor is being used, Server and Client need
ports 9911 UDP and 9911 TCP opened for remote access to Service Status Monitor.

Audit Server needs to have port 9910 TCP opened for Real-Time Alert sharing (the DTAlert program), and for
communication between an active Audit Server and a stand-by Audit Server.

Only three ports used by Domain Time are user-configurable; the others are governed by RFCs or convention, and cannot
be changed. The configurable ports are:

Real-Time Alert Sharing, used by Audit Server, normally 9910 (TCP only)
Service Status Monitor, used by Client and Server, normally 9911 (UDP, TCP, or both)
DT2-HTTP, used by Server to serve DT2-HTTP, normally 80 (TCP only)

If automatic management of the Windows Firewall is enabled, and you change any of these ports (or are already using
non-standard ports), then Domain Time will make sure the firewall rule matches the port you are using. The change in the
firewall happens when you make the change in Domain Time. If you are not letting Domain Time manage the Windows
Firewall, you will have to adjust the firewall rules yourself. Note that this dynamic management will only create rules if they
don't already exist, or update the port numbers if the rules do exist. Dynamic management will not change any other
aspects of the rules.

Firewall Rules and Profiles
The Windows Firewall service must be running (but need not be enabled) in order for Domain Time to check or change
rules. If automatic management of the Windows Firewall is enabled, Domain Time will check at service startup to ensure the
needed rules are present. If the rules already exist, Domain Time will not change them (other than to correct port numbers if



wrong).

When a Domain Time service creates a firewall rule on XP or 2003, it will enable it for both the Standard and Domain
profiles, regardless of which one is currently in use.

When a Domain Time service creates a firewall rule on Vista or above, it will enable it for the Private profile, and, if the
machine is a domain member, for the Domain profile as well.

If a rule already exists, Domain Time services do not change that rule's profile, enabled/disable status, or other rule
settings, such as interface restrictions. This allows you to let Domain Time create the rules for you, then fine-tune them
yourself without further interference from Domain Time. For example, you could disable the rules for the ports you don't
need or want shared, or change the profile to which the rule applies, or add IP range restrictions, etc.

Note: Domain Time will never change ICMP echo (ping) firewall settings. Ping is required for some operations that use
TCP, or for Manager to install, upgrade, remove, or control remote machines. Ping is also required for Client or Server to
send Real-Time Alerts (Status Reports) to Audit Server when using TCP. If your firewall blocks ICMP echo, you must
allow it if you desire these functions.

Domain Time services record all firewall change activity in a text file called DTFirewall.log in the System32 folder.

Firewall Rule Names
These are the names used by Domain Time II for its firewall rules. If you have used DTCheck from an earlier version to
open the firewall, the old names will be replaced by the names below:

Rule Name Component Default Port/Address

Domain Time II DT2-UDP Client or Server always 9909 UDP

Domain Time II DT2-TCP Client or Server always 9909 TCP

Domain Time II PTPv2-Event Client or Server always 319 UDP

Domain Time II PTPv2-General Client or Server always 320 UDP

Domain Time II NTP Client or Server always 123 UDP

Domain Time II Daytime-UDP Server only always 13 UDP

Domain Time II Daytime-TCP Server only always 13 TCP

Domain Time II TIME/ITP-UDP Server only always 37 UDP

Domain Time II TIME/ITP-TCP Server only always 37 TCP

Domain Time II Status Monitor-UDP Client or Server defaults to 9911 UDP

Domain Time II Status Monitor-TCP Client or Server defaults to 9911 TCP

Domain Time II Real-Time Alert Sharing Audit Server only defaults to 9910 TCP

Domain Time II DT2-HTTP Server only defaults to 80 TCP



Firewall Settings on Specific Domain Time II Components

 The Setup utility
You may use the Setup utility to enable or disable the Auto-Manage Windows Firewall function on components when you
install or upgrade them.

The  Auto-Manage Windows Firewall checkbox defaults to checked. This is a tri-state checkbox (checked,
unchecked, indeterminate). Click the box multiple times to cycle through the options.

When installing or upgrading Client or Server:

If checked, Client or Server will automatically manage the Windows Firewall, regardless of prior settings.

If unchecked, Client or Server will not automatically manage the Windows Firewall, regardless of prior settings.

If indeterminate, Client or Server's firewall management will not be changed. Note that on new installs, Client and
Server default to not managing the Windows Firewall.

When installing or upgrading the Management Tools:

If checked, Manager's default setting for installs, upgrades, or reset configurations will be to "Force Auto-Manage
Windows Firewall" on its Remote Computer Operation dialog. In addition, if Audit Server is installed, the "Auto-Manage
Windows Firewall" setting for Alert Sharing will be enabled.

If unchecked, the default Remote Computer Operation setting in Manager will not be set to "Force Auto-manage
Windows Firewall". The Audit Server firewall management setting for Alert Sharing will also be disabled.

If indeterminate, Manager's default setting will be unchanged. If you are upgrading from a previous version of Manager
that does not have firewall management settings, then Manager (and Audit Server, if installed) will default to checked.

Domain Time II Client and Server
Client and Server both have the ability to auto-manage the Windows Firewall for their respective necessary ports.

The  Auto-Manage Windows Firewall checkbox appears on the Network\Security property page of the applet. This is
a binary checkbox (checked or unchecked). The default is unchecked, unless you have used a customized template that
specifies otherwise, or have pushed the installation from Manager and specified that you want firewall management
enabled.

If checked, Client or Server will automatically manage the Windows Firewall.

If unchecked, Client or Server will not touch the Windows Firewall.

Domain Time II Manager
Domain Time II Manager has the ability to enable or disable the Auto-Manage Windows Firewall function on Clients or
Servers it installs, upgrades, or resets configuration on remotely.

The  Force Auto-Manage Windows Firewall checkbox appears on the Remote Computer Operation dialog that is
used for installing, upgrading, or resetting the configuration on other machines. This is a tri-state checkbox (checked,
unchecked, indeterminate). Click the box multiple times to cycle through the options.

When using Manager to install, upgrade, or reset configuration on Client or Server:

If checked, Client or Server will automatically manage the Windows Firewall, regardless of prior settings and template
entries.

If unchecked, Client or Server will not automatically manage the Windows Firewall, regardless of prior settings and



template entries.

If indeterminate, Client or Server's firewall management settings will be affected as follows:
— On Installs: Client and Server default to not managing the Windows Firewall unless you are using a custom

template that enables it.

— During Upgrades: Manager will either preserve the existing Client or Server settings or override them with the
settings from the selected template (as configured on the Choose Templates dialog).

— Reset configuration: Client or Server will either be reset to their default configuration (not auto-managed) or use
the settings specified in the selected template (as chosen on the Remote Computer Operation dialog).

NOTE: Custom templates you create by exporting settings from Client or Server will contain that
machine's setting for management of the Windows Firewall. The template setting is called "Auto-Manage
Firewall" and can either be True or False (string). If present in the selected install/upgrade/reset
template, this setting will be applied unless you tell Manager to override the setting. The default
templates shipped with Domain Time do not contain the "Auto-Manage Firewall" setting; only templates
you create yourself might have it.

Domain Time II Audit Server
Audit Server, if installed, has the ability to auto-manage firewall settings for its Alert Sharing and Standby-mode replication
features.

The  Auto-Manage Windows Firewall checkbox for Alert Sharing is located on the Advanced Real-Time Alert
Configuration dialog (found via the Manager menu - choose Audit Server -> Alerts -> Configure, then click the Advanced
button). This is a binary checkbox (checked or unchecked), and controls only whether or not Audit Server should
automatically manage the Windows Firewall for the Real-Time Alert sharing port (default 9910 TCP).

The DTCheck Utility
DTCheck is a command-line utility program that ships with Domain Time. By default, it is installed in the System32 folder
when you install Client or Server, and is in the Manager folder when you install the management tools.

DTCheck has two commands that affect the Windows Firewall:

dtcheck -firewall:close

Deletes all Domain Time II firewall rules. There are no optional parameters.

dtcheck -firewall:open [optional parameter]

Creates rules that if they don't exist, enables existing rules that aren't enabled, and sets the profile(s) used.

Optional parameters for -firewall:open are -public -private -domain and -standard. (Only -domain and -
standard are allowed for XP/2003; only -public -private and -domain are allowed for newer operating systems.) The
default, if you specify no parameters is -domain and -standard for XP/2003, and -private and -domain (if the machine is
a domain member) for newer operating systems.

Note that unlike the Domain Time services described above, DTCheck's -firewall:open forces the rules to be present,
enabled, and set to the profile(s) you choose. DTCheck will also force the port numbers to match the protocols in use,
including the user-configurable port numbers mentioned above.

DTCheck's -firewall:open detects whether you have Client or Server installed, and opens only the ports needed for
Client or Server. In addition, DTCheck detects if Audit Server is installed, and opens the Real-Time Alert Sharing port if
needed.

Unlike firewall management by services, DTCheck writes its results to the commmand window instead of to the
System32\DTFirewall.log file.
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Domain Time II Server is a Windows system service that can be configured to obtain time from various time sources (such as
GPS clocks and Internet time servers) and match the system clock to them with extreme accuracy and precision. Server then
provides the correct time reliably and securely to other systems on the network.

IMPORTANT: If upgrading from 4.x, please read the 4.x to 5.x Considerations page.

Installation Instructions
System Requirements

Configuring the Server

Once installed, the Domain Time II Server service will start automatically when the system boots. All settings used by the
service are read from the Windows registry.

There are several ways to configure the Server's settings:
Use the Domain Time II Server Control Panel applet on the Server machine itself.
Remotely from another machine:

running Domain Time II (see Connect to.. below).
using Domain Time II Manager.
using the RemoteCPL tool (part of the Management Tools).

Import settings from a saved configuration file.
Use Active Directory policies.

The following instructions describe the settings found on the Domain Time II Server Control Panel applet. Follow the links
above for instructions on the other configuration methods. The applet can be configured whether the Domain Time II Server
service is running or not.

Launch the applet
There are several ways to launch the Domain Time applet:

From the System Tray (Notification Area) Icon: Double-click the Domain Time icon to launch the Domain Time II Server
applet. You may also right-click the tray icon to launch the applet, as well as many other installed Domain Time II
components and utilities from the context menu.

From the Windows Control Panel: Click the Domain Time Server icon (it may be located in the Clock, Language, and
Region section).

Note: On systems with User Account Control (UAC) enabled, you may need to Shift+Right Click the icon
and choose Run As... or Run As Administrator from the context menu to launch the Control Panel
applet.

From the the command-prompt: Launch the applet by typing domtimes.cpl in the Windows Start --> Run dialog or at a
command prompt (the file itself is located in the \System32 folder).

The Control Panel Applet

The Domain Time applet has two panels. On the left is the navigation tree, which lets you pick a configuration property page to 
view by left-clicking an item in the tree. Right-clicking in the navigation tree will bring up a context menu with shortcuts to 
various functions, such as Connect to another computer..., the text and drift logs, online help, etc. On the right-hand side of the 
applet is the currently-selected configuration page.

Click the Domain Time Server (local) item on the navigation tree to display information about the installed service, including 
version information, Serial Number, stats, and Start/Stop control.



The Service Status display gives you a quick overview of the state of the Domain Time service. This section will be blank if 
the service is not started, and may take a few moments to display after a service restart. Click the Refresh button to update 
the display.

Domain Time Component:

Operating System:

Virtualization:

NetBIOS Name:

Responding from IP:

Serial Number::

Indp. Server, 5.2

Win7 (x64)

VMware host

ACCOUNTING

127.0.0.1

3523-B816

Use the Service Control section to stop and restart the Domain Time service. Most changes you make using the Control
Panel applet are dynamic and should not require you to restart the service.

 Service is running        

Connect to another machine running Domain Time

You can also use the Domain Time Control Panel applet to connect to and configure other machines running Domain Time
version 5.1 or later. This is particularly useful for quick configuration changes to a few machines, or for configuring Domain
Time on Windows Server Core systems. If you need to configure many machines, you will want to use Domain Time
Manager and/or use Active Directory policies instead.

You must be able to log on to the remote machine with an account that has administrative rights to the remote system. Your
machine must also have sufficient network connectivity to authenticate with the remote system using Microsoft networking
(see the Planning page for complete network information).

Right-click any item on the navigation tree and select Connect to another computer... from the context menu. If necessary,
you'll be prompted to enter an administrative account and password to the remote machine.

When connected, the Domain Time Server (local) item in the navigation tree will change to display the name of the
remote computer (you'll also see the name in the title bar and the background color of the menu tree will change). Now,
any changes you make to the applet will be made directly on the remote system. All of the functions of the Control Panel
applet, such as the log viewers, stats display, etc. also behave as if you were directly using the applet on the remote
machine.

 Service Status 

 Service Control 

To disconnect from the remote system, you can either right-click -> Connect to another computer... again and choose
Local computer, or simply close the applet.
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  Installation Instructions

Please read the Installation Topics pages before installing.

In most cases, you'll want to use Domain Time Manager to install and configure Domain Time Servers and Clients remotely
across your network from your management workstation. If that's what you'd like to do, you can skip these installation
instructions and read the Network Rollout documentation instead.

It's also possible to use an existing installation of Server install to another machine remotely using the command-line. This
option is for advanced users. See the Command-line Options page for details.

If you use cloned OS images to install machines, please read this article from our knowledgebase about configuring Domain
Time properly on your clone image.

NOTES:
Windows Nano Server has special installation requirements. See the Nano Server FAQ for details.

See the Planning page for information on picking a suitable machine for serving time.

If you will be installing Domain Time Server on a virtual machine, see this article from our knowledgebase
for more information on proper use with virtualization systems.

When installing Domain Time Server, the software will automatically disable the Windows Time service. On
Domain Controllers, Domain Time supplies the necessary authenticated NTP time packets for domain
members running Windows Time NT5DS-mode as well as standard NTP for other clients. The software
sets announce flags so that the machine is seen as a reliable time provider to Windows Time clients (and
utilities such as DCDIAG). However, these announce flags may not always be visible until the machine is
rebooted, so you should plan to reboot the DCs after Domain Time Server is installed.

If you are installing Domain Time Server onto a Windows Cluster, there are considerations regarding
Cluster Service startup dependency on the Windows Time Service. Please see the NoSync section of the
Advanced -> Windows Time Mode settings for more information.

Check your routers and firewalls to be sure the ports for the time protocols you'll be using are open. Port
9909 TCP & UDP should always be open bi-directionally between Domain Time Servers and Clients. Port
123 UDP should be allowed if you will be using the NTP protocol for time synchronization. Ports 319 UDP
& 320 UDP should be open bi-directionally for PTP use.

Domain Time version 5.2 and later includes a handy utility for adding the correct ports to the internal
Windows firewall. Issue the following command from a command-prompt elevated with admnistrator
privileges:

dtcheck /firewall:open

Hint: Run this command on any machine running Domain Time Server, even if the Windows Firewall is
disabled.

If you will be installing Domain Time onto machines with AMD processors, we highly recommend you
update your processor drivers (a.k.a. PowerNow!) to the current version for your operating system
available from AMD's website to avoid known hardware timing issues. Please see this article from our
knowledgebase for more info: KB2007.817.



To install or upgrade Domain Time Server directly to a single machine from the distribution setup files:

Run the Setup program from the CD to install the program. (If you have an older version of Server installed, Setup will
give you an upgrade option. Your original configuration settings will be preserved during the upgrade). See this page
for details on using the Setup utility.

Start the Domain Time Server applet from the icon in the Windows Control Panel to configure it.

Note: On systems with User Account Control (UAC) enabled, you may need to Shift+Right Click
and choose Run As... from the context menu to launch the Control Panel applet. On Windows
Server Core, type in domtimes.cpl on the command line)

Use the Obtain the Time property page to set Server to get the time:

from local GPS Network Time Servers, Domain Time Servers, or from other reliable network time sources,
or

from an internal clock card (or if you don't have an external time source), choose the Do not set this
machine's time checkbox.

Use the Serve the Time property page to choose which protocols Server should provide to clients.

If the machine is a Domain Controller, reboot to ensure the announce flags are advertising correctly (see
NOTES: section above).

Test your installation

Click the Sync button on the Control Panel Applet.

Click View Log button to see the service activity log. You should see messages indicating that the Domain
Time service set its time correctly from the time source(s) you selected and is now serving time to clients.

Removal

Use Domain Time Manager to remove the program remotely.

Or, use the Programs and Features (Add/Remove Programs) utility from the Windows Control Panel to remove the
program.

You may also use the original Setup program to remove the program. Run Setup and choose the Remove option.

The program can also be uninstalled from the command-line. See the Command-line Options page for details.

Installation/Upgrade





 About Time Samples

When obtaining time from external
time sources, Domain Time uses
Time Samples to determine the
correct time.

A time sample is collected either by
(a) sending a unicast time request to
a time server and receiving a unicast
reply, or by (b) accepting an
incoming time packet sent from a
broadcasting or multicasting server.

By default, Domain Time analyzes
the collected time samples using
sophisticated statistical methods to
reject bad samples and derive the
correct time. It then sets the local
clock to the correct time using the
greatest accuracy possible.

Any single time sample from any
time source may not reflect the
correct time, either because of
network delays, operating system
load, or many other transient
causes. Therefore, it's usually a good
idea to collect more than one
sample. If querying a list of servers,
you may specify multiple time
servers and also set the number of
samples to request from each
source. If accepting incoming
broad/multicast packets, you can
specify the number of samples that
must be received from the source
before making a correction.

In general, time will be more
accurate the more samples you
collect; however, there is a point of
diminishing returns. Each sample
takes a fixed amount of time to
collect. If the overall time taken to
collect the samples is too long, the
clock may drift significantly in the
interim so that any additional
accuracy you obtain from the larger

accurate as the local clock.

Additional Options

The following options may be available depending on which of the three basic
methods of obtaining the time you've selected (see above):

 Analyze time samples from all servers and choose the best

 Refuse to serve time until this machine's clock has been set

  Analyze time samples from all servers and choose the best
This controls whether Domain Time applies advanced analysis algorithms to all of
the collected time samples.

When this box is checked, Domain Time contacts all of the listed servers to
collect a group of time samples (if you're querying servers) or waits until it has
collected the specified number of incoming time packets (if you're using
broadcast/multicast sources). It then performs statistical analysis on the collected
samples to determine the reliability and uses the most reliable samples to derive
the correct time.

See the "About Time Samples" sidebar on the right side of this page for more
information and rule-of-thumb suggestions on acquiring time samples.

If you are collecting multiple samples from unicast or broadcast sources using
the NTP or DT2 protocols, checking this box will almost always improve your
machine's accuracy and reliability.

Note: If you are using the IEEE 1588-2008 (PTP) protocol to synchronize your
time, including other time sources in the time calculations can cause inaccuracies
at very high levels of precision. Therefore, as of version 5.2.b.20150828, Domain
Time automatically excludes all other sources from time calculations when using
PTP, falling back to them only if PTP fails, so you may leave this box checked.
However, on versions prior to 5.2.b.20150828, you must manually uncheck this
checkbox to prevent skewing of the time from additional non-PTP sources.

If this box is unchecked, no comparative analysis among samples is performed.
In addition, the list of time servers to query becomes a fallback-only list. In
other words, the Server will only contact the first listed time server. This server
will always be used unless it becomes unavailable, at which point the next listed
server will be used. If that server is unavailable, the next server in the list will be
tried, etc. When the first listed server becomes available again, the Server will
revert to using it exclusively.

When analysis is enabled and more than one time source is used in a time
calculation, the logs (when set to the default "Information" detail level) and other
display fields without room for multiple entries will show the source for the time
as "Averaged Time", otherwise the IP address of the single time source used will
be displayed.

 Refuse to serve time until this machine's clock has been set
This ensures that Domain Time Server will not serve incorrect time to clients if it



number of samples will be offset by
the additional drift.

A good rule of thumb for querying
servers is to configure at least three
or more sources, which provides
additional sanity checks and fallback
in case any one server is unavailable.
Then, specify an odd number of
samples from each server; three
samples each is a good choice. An
odd-number of samples makes the
calculations necessary to reject a
bad ticker more likely to be
accurate. You can then use trial-
and-error to determine if adding
more samples increases your
accuracy.

If taking multiple samples from any
time server, take care to request a
reasonable number of samples and
set a delay between the samples to
avoid being flagged as making a
Denial-of-Service attack.

If you're using
broadcasting/multicasting, you can
require that multiple samples be
collected before setting the time.
However, multiple samples may or
may not increase accuracy,
depending on a number of factors.
Consider this option only if the
broadcast/multicast time pulse is
occurring rapidly enough to collect
your required number of samples
before the clock drifts outside your
target tolerance.

As of v5.2.b.20190701, Domain Time
Client and Server support Windows
NDIS software timestamping, which
allows measurement of network
stack delays. Software timestamping
is only available on Server 2019 (or
newer) and recent updates of Win10.
You may want to experiment with
this setting to see if it improves your
accuracy. See KB2019.708 for more
information.

hasn't yet set its own time or if all of its time sources have become unavailable.

This is the default setting. Note that this function is automatically turned off if you
have selected the Do not set this machine's time method above.

 Time Sources (Unicast)

If you have selected the  Set this machine's time by querying a list of
servers method of obtaining time, Domain Time will query the machines you list
(and enable) on this page for the current time.

Unicast Time Source List   [Click for larger size]

The machine list can consist of servers that use the NTP, DT2 (UDP or TCP), or
DT2-HTTP protocols. As of version 5.2, you may also select the IEEE 1588-2008
(PTP) Precision Time Protocol as a time source. See the IEEE 1588-2008 (PTP)
page for details on using the Precision Time Protocol.

You may add machines to the list manually or by scanning for them on your
network automatically.

To easily identify available time servers on your network, click the Local Time
Servers link at the bottom of the list box. This brings up the Time Sources
Search dialog, where you can scan your network for time servers and then add
your choice(s) to the Time Sources list automatically.

Search for Time Sources Automatically   [Click for larger size]



To manually add a time server to your list of time sources, click the  button. This brings up the Add Time Source
dialog.

Add Unicast Time Source   [Click for larger size]

If you will be using time servers over the Internet, please click the Public Time Servers link to find reliable servers.

Use the Time Source Type: radio buttons to indicate whether you want to contact a server directly using its machine
name or IP address, or to automatically find and use the domain controller holding the PDC Emulator role on the specified
Windows domain.

If you enter a machine name in the Time Source Name field, it must be resolvable to an IP address using DNS, WINS,
Active Directory, from the HOSTS file, etc. If entering the IP address, you may use either the IPv4 or IPv6 address of the
server.

You may use the Comment field to annotate this entry, if you want.

Note: As of v5.2.b.20190701, NetBIOS and DNS names are checked first for IPv4, and only use IPv6 if
the IPv4 lookup fails. (If you use an IP literal, Domain Time will use the protocol family associated with
what you entered, and the information in this section does not apply.)

To force a NetBIOS name or DNS name to use either IPv4 or IPv6, enter either the text "IPv4" or "IPv6"
anywhere in the comment field. For example, if your source is specified as ntp.mydomain.com without
specifying either IPv4 or IPv6 in the Comment field, Domain Time will first try to resolve the name using
IPv4. If that lookup fails, Domain Time will try to resolve the name using IPv6. If, however, you put either
"IPv4" or "IPv6" in the comment line, Domain Time will look up ntp.mydomain.com's IP address using
only the IP family you specify.

Use the Time Protocol: drop-down list to indicate which time protocol to use when contacting this server. You can use
DT2-UDP, DT2-TCP, DT2-HTTP, or NTP.

The Port: field displays the IP port used by the selected protocol. This is a display-only field for all protocols except the
DT2-HTTP protocol. The DT2-HTTP protocol port may be changed to match the DT2-HTTP listen port set on the Serve
the Time page of the target Domain Time II Server. The default value for this is port 80. The Redirect allowed checkbox
specifies whether the DT2-HTTP time requests will honor HTTP 301 and 302 redirects. Only one level of HTTP redirection
is permitted.

The Authenticate using: drop-down list selects which authentication key to use when exchanging packets with this
server. A key will show up in the list if it has been configured on the Symmetric Keys property page of the Control Panel
applet.

Domain Time supports MD5 symmetric-key authentication compatible with NTP version 3 and later (AutoKey is not
supported), and as of v5.2.b.20170922, SHA1 authentication as well. Windows Authentication compatible with Windows
Time NT5DS-mode timestamps is also supported. Either authentication method can be used over any supported time
protocol (NTP, DT2-UDP, etc.) See the Symmetric Keys page for details on using authentication.





sample, and then analyze the
samples to determine the correct
time. The xcast process is
comparatively simple. The listening
machine merely accepts the time
presented in the packet as valid,
subtracts out the estimated latency
of the connection (see Estimated
delay below) and sets the clock.

This can be useful in tightly-
controlled networks where network
propagation delays are known and
unchanging. Under those
circumstances, it is sometimes
possible to achieve higher accuracy
on clients by using a very rapid xcast
pulse rather than by having the
clients each make many individual
requests of the server.

However, there are many
disadvantages to xcast time under
normal network operations. The
most significant of these is that
network conditions are rarely static,
and the latency between time server
and client can vary substantially in a
short period of time. This can
severely affect the accuracy of the
incoming time stamp, causing jumps
in time. In addition, broadcast time
can be very susceptible to
interference from rogue broadcast
servers on the network, packet-
spoofing (although signed packets
can help avoid this), and other
disruptions which can adversely
affect reliability.

In most cases, modern time
request/reply protocols with
sophisticated round-trip latency
detection such as NTP and DT2 are
the better choice. However,
broadcast time is still used by some
legacy equipment, so it may be the
only time synchronization option
available for those devices.

Domain Time allows you to configure
to receive broadcasts and/or
multicast packets using either the
NTP or DT2-UDP protocols. There are
efficiencies in the DT2-UDP protocol

If checked, only packets using authentication will be accepted. See the
Symmetric Keys page for more information on packet authentication.

 Log rejected packets
When checked, rejected packets will be noted in the log.

Samples required for sync: 
This sets how many time packets with time data must be received before a
correction occurs.

This is also the number of samples used for analysis if the Analyze time
samples and choose the best... checkbox (discussed above) is checked.

Be careful not to specify a number of samples that would result in long
period before the clock is corrected, since the clock may drift significantly
before all the samples have been collected.

 Only accept from well-known source port
If checked, only packets originating from port 123 UDP (if using the NTP
protocol) or port 9909 UDP (if using the DT2 protocol).

Use this setting with caution, since the default behavior of many servers is to
send outgoing traffic from a random source port.

Broadcast/Multicast Time Source List
Shows the currently configured time sources. Domain Time will only listen for
time packets from sources listed (and enabled) here.

Broadcast/Multicast Time Source List   [Click for larger size]

You may add machines to the list manually or listen for broadcasting servers on
your network.

To easily identify available broadcast time servers on your network, click the
Local Broadcast Sources link at the bottom of the list box. This brings up the
Time Sources dialog, where you can listen for broadcast sources on your
network and then add your choice(s) to the Time Sources list automatically.



that result in slightly-higher
accuracy than NTP overall;
otherwise, the packets function very
similarly.

Discover Broadcast Time Sources Automatically   [Click for larger size]

To manually add a broadcast time server to your list of time sources, Click the 
 button. This brings up the Add Time Source dialog.

Add Broadcast/Multicast Time Source   [Click for larger size]

Use the Time Source Type: radio buttons to indicate the type of time packet to listen for from this server. You can accept
either DT2-UDP, NTP, or both.

IMPORTANT: Only one service may own a particular port. If you will be accepting NTP broadcast packets
with Domain Time, you will need to disable any other service that may be using the NTP port (such as the
Windows Time service).

You may use either the IPv4 or IPv6 address of the broadcast server in the IP Address: field.

You may use the Comment field to annotate this entry, if you want.

Estimated delay is the expected amount of latency in milliseconds a time packet will encounter between the transmitting
server and this machine. Domain Time will adjust the time contained in the timestamp by subtracting this value to improve
accuracy. The closer this value is to the actual latency on your network connection, the more accurate your time
synchronization will be. You may enter this value yourself, or click the  button to calculate it for you.

You may need to adjust this value if the overall propagation delay changes on your network.

Import/Export
You may easily save or restore the Time Sources list settings by clicking the Import/Export link. You can use this function to
quickly update just the list of time sources used without affecting any other settings. If you have multiple machines to update
or need to configure other settings, you should use the full Import/Export features found on the Advanced -> Import/Export
property page or use Domain Time II Manager's Templates feature.
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